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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

The present document specifies the security architecture, i.e., the security features and the security mechanisms for the 5G System and the 5G Core, and the security procedures performed within the 5G System including the 5G Core and the 5G New Radio.
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3
Definitions, symbols and abbreviations
Editor's Note: Delete from the above heading those words which are not applicable. Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Editor's Note: The definitions needs to follow the 3GPP drafting rules.
5G security context: A state that is established locally at the UE and a serving network domain. At both ends "5G security context data" is stored, that consists of the 5G NAS security context, and the 5G AS security context for 3GPP access and/or the 5G AS security context for non-3GPP access).

NOTE 1:
A 5G security context has type "mapped", "full native" or "partial native". Its state can either be "current" or "non-current". A context can be of one type only and be in one state at a time. The state of a particular context type can change over time. A partial native context can be transformed into a full native. No other type transformations are possible.  
5G AS security context for 3GPP access: the cryptographic keys at AS level with their identifiers, the Next Hop parameter (NH), the Next Hop Chaining Counter parameter (NCC) used for next hop access key derivation, the identifiers of the selected AS level cryptographic algorithms, counters used for replay protection. 

NOTE 2: NH and NCC need to be stored also at the AMF during connected mode.
5G AS security context for non-3GPP access: 
Editor’s note: The content of 5G AS security context for non-3GPP access is ffs.
5G NAS security context: This context consists of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. The distinction between native and mapped 5G security contexts also applies to 5G NAS security contexts. The 5G NAS security context is called "full" if it additionally contains the integrity and encryption keys and the identifiers of the selected NAS integrity and encryption algorithms.

Activation of security context: the process of taking a security context into use. 

Current 5G security context: The security context which has been activated most recently. Note that a current 5G security context originating from either a mapped or native 5G security context may exist simultaneously with a native non-current 5G security context.

Full native 5G security context: A native 5G security context for which the 5G NAS security context is full according to the above definition. A full native 5G security context is either in state "current" or state "non-current".

Native 5G security context: An 5G security context, whose KAMF was created by a run of primary authentication. 

Non-current 5G security context: A native 5G security context that is not the current one. A non-current 5G security context may be stored along with a current 5G security context in the UE and the AMF. A non-current 5G security context does not contain 5G AS security context. A non-current 5G security context is either of type "full native" or of type "partial native". 

Partial native 5G security context: A partial native 5G security context consists of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values, which are initially set to zero before the first NAS SMC procedure for this security context. A partial native 5G security context is created by primary authentication, for which no corresponding successful NAS SMC has been run. A partial native context is always in state "non-current".
Subscription Identifier De-concealing Function: This service is offered by the network function UDM  in the home network of the subscriber. The Subscription Identifier De-concealing Function (SIDF) is responsible for de-concealing the SUPI from the SUCI. 

Subscription Concealed Identifier: The SUbscription Concealed Identifier (SUCI) is a one-time use subscription identifier, which contains the concealed subscription identifier, e.g., MSIN.
Security Anchor Function: it serves as the anchor for security in 5G.
UE 5G Security Capability: The UE security capabilities for 5G AS and NAS.
example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>
5GC
5G Core Network
5G-AN
5G Access Network
5G-RAN
5G Radio Access Network 
AES
Advanced Encryption Standard

AIA
Authentication Initiation Answer

AIR
Authentication Information Request

AIR
Authentication Information Response

AIR
Authentication Initiation Request

NOTE:
If necessary, the full word is spelled out to disambiguate the abbreviation.

AKA
Authentication and Key Agreement

AMF
Access and Mobility Management Function

AMF
Authentication Management Field

NOTE:
If necessary, the full word is spelled out to disambiguate the abbreviation. 
ARPF
Authentication credential Repository and Processing Function
AUSF
Authentication Server Function

aUTN
AUthentication TokeN
AV
Authentication Vector

CP
Control Plane

CTR
Counter (mode)

CU
Central Unit

DN
Data Network

DNN
Data Network Name
DU
Distributed Unit

EAP
Extensible Authentication Protocol

EMSK
Extended Master Session Key
EPS
Evolved Packet System

GUTI
Globally Unique Temporary UE Identity

HRES
Hash RESponse

HXRES
Hash eXpected RESponse
IKE
Internet Key Exchange

LI
Lawful Intercept

MSK
Master Session Key

N3IWF
Non-3GPP access InterWorking Function
NAI
Network Access Identifier

NAS
Non Access Stratum 
NDS
Network Domain Security
NEA
Encryption Algorithm for 5G
NG
Next Generation
NIA
Integrity Algorithm for 5G
NR
New Radio

NSSAI
Network Slice Selection Assistance Information
PDN
Packet Data Network

QoS
Quality of Service 
RES
RESponse

sEAF
SEcurity Anchor Function
SEG
Security Gateway

SIDF
Subscription Identifier De-concealing Function 

SMC
Security Mode Command

SMF
Session Management Function

SN Id
Serving Network Identifier
SUCI
Subscription Concealed Identifier 

SUPI
Subscription Permanent Identifier 

Editor's Note: SIDF, SUCI, and SUPI will be updated after getting response from SA WG2.

TLS
Transport Layer Security

UE
User Equipment

UEA
UMTS Encryption Algorithm

UDM
Unified Data Management

UIA
UMTS Integrity Algorithm

ULR
Update Location Request
UP
User Plane

UPF
User Plane Function
USIM
Universal Subscriber Identity Module
XRES
eXpected RESponse
4           Overview of security architecture

5           Security requirements and features

5.1
Requirements on the UE
5.1.1
General

5.1.2
User data and signalling data confidentiality 

5.1.2.1
Requirements on Support and Usage of Ciphering

The UE shall support ciphering of user data between the UE and the gNB.

The UE shall support ciphering of RRC and NAS-signalling.

The UE shall implement the following ciphering algorithms:

NEA0, 128-NEA1, 128-NEA2 as defined in subclause 5.6.1 of the present document.
The UE may implement the following ciphering algorithm:

128-NEA3 as defined in subclause 5.6.1 of the present document.
Confidentiality protection of the user data between the UE and the gNB is optional to use. 

Confidentiality protection of the RRC-signalling, and NAS-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit.

5.1.3
User data and signalling data integrity 

5.1.3.1
Requirements on support and usage of integrity protection

The UE shall support integrity protection of user data between the UE and the gNB.

The UE shall support integrity protection of RRC and NAS-signalling.

The UE shall implement the following integrity protection algorithms:

NIA0, 128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.
The UE may implement the following integrity protection algorithm:

128-NIA3 as defined in subclause 5.6.2 of the present document.
Integrity protection of the user data between the UE and the gNB is optional to use. 

NOTE:
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB.
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

Editor's Note: The list of exceptions is FFS.
The UE shall implement NIA0 for integrity protection of NAS and RRC signalling. NIA0 is only allowed for unauthenticated emergency session as specified in clause 10.2.2.
5.1.4
Secure storage and processing of subscription credentials

The following requirements apply for the storage and processing of the subscription credentials used to access the 5G network:

-
The subscription credential(s) shall be integrity protected within the NG-UE using a tamper resistant secure hardware component.

-
The long-term key(s) of the subscription credential(s) (e.g., K in EPS AKA) shall be confidentiality protected within the NG-UE using a tamper resistant secure hardware component.

-
The long-term key(s) of the subscription credential(s) shall never be available in the clear outside of the tamper resistant secure hardware component. 

-
The authentication algorithm(s) that make use of the subscription credentials shall always be executed within the tamper resistant secure hardware component.

-
It shall be possible to perform a security evaluation / assessment according to the respective security requirements of the tamper resistant secure hardware component.

Editor's Note: It is FFS whether such a security assurance scheme to be used for evaluation of the credentials and identifier storage and processing is within the scope of 3GPP and if so, the requirements related to it.

Editor's Note: The above requirements need to be updated with the agreed terminology for e.g. long-term key.
5.1.5
Subscriber privacy 

Editor's Note: This subclause will contain general, high-level requirements on the UE related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.

The UE shall support 5G-GUTI.

The SUPI should not be transferred in clear text over 5G RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).

The UE shall support at least one privacy-preserving mechanism.
The home network public key shall be stored on the tamper resistant secure hardware component. 
The UE shall support the null-scheme.
If the home network has not provisioned the public key in the tamper resistant secure hardware component, the SUPI protection in initial registration procedure is not provided. In this case, the null-scheme shall be used by the ME.


Editor's Note: Where the calculation of SUCI is done is FFS. 

Based on operator’s decision, indicated by the USIM, the calculation of the SUCI shall be performed either by the USIM or by the ME.

NOTE 1: If the indication is not present, the calculation is in the ME.
In case of an unauthenticated emergency call, privacy protection for SUPI is not required.
Provisioning, and updating the home network public key in the tamper-resistant hardware shall be in the control of the home network operator. 

NOTE 2:
The provisioning and updating of the home network public key is out of the scope of the present document. It can be implemented using, e.g., the Over the Air (OTA) mechanism.
Subscriber privacy enablement shall be under the control of the home network of the subscriber. 

Editor’s Note: It is FFS if the visited network should be able to require usage of the null-scheme and how to avoid that a fake visited network forces the UE to use the null-scheme.
5.2
Requirements on the gNB

5.2.1
General

The security requirements given in this section apply to all types of gNBs. More stringent requirements for specific types of gNBs may be defined in other 3GPP specifications.

Editor's Note: The content may need to be updated after RAN decisions on split deployments of the gNB.

5.2.2
User data and signalling data confidentiality 

5.2.2.1
Requirements on support and usage of ciphering

The gNB shall support ciphering of user data between the UE and the gNB.

The gNB shall support ciphering of RRC-signalling.

The gNB shall implement the following ciphering algorithms:

-
NEA0, 128-NEA1, 128-NEA2 as defined in subclause 5.6.1 of the present document.
The gNB may implement the following ciphering algorithm:

-
128-NEA3 as defined in subclause 5.6.1 of the present document.
Confidentiality protection of user data between the UE and the gNB is optional to use. 

Confidentiality protection of the RRC-signalling, and NAS-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit.

5.2.3
User data and signalling data integrity 

5.2.3.1
Requirements on support and usage of integrity protection

The gNB shall support integrity protection of user data between the UE and the gNB.

The gNB shall support integrity protection of RRC-signalling.

The gNB shall implement the following integrity protection algorithms:

-
NIA0, 128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.
The gNB may implement the following integrity protection algorithm:

-
128-NIA3 as defined in subclause 5.6.2 of the present document.
Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0..

NOTE: 
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB. NIA0 will add an unnecessary overhead of 32-bits MAC with no security benefits.
Integrity protection of the RRC-signalling and NAS-signalling is mandatory to use, except in the following cases:

Editor's Note: The list of exceptions is FFS.
Editor's note: Whether using NIA0 for DRB integrity protection in 5GS continues to introduce an over-the-air overhead of 32-bits MAC of zeros depends on RAN2 decision and feedback.
Implementation of NIA0 in gNB is optional, NIA0, if implemented, shall be disabled in gNB in the deployments where support of unauthenticated emergency session is not a regulatory requirement.
5.2.4
Requirements for the gNB setup and configuration

Setting up and configuring gNBs shall be authenticated and authorized so that attackers shall not be able to modify the gNB settings and software configurations via local or remote access.

Editor's Note: Who is authenticated and authorized need to be clarified.

1.
The certificate enrolment mechanism specified in TS 33.310 [6] for base station should be supported for gNBs. The decision on whether to use the enrolment mechanism is left to operators. 

2.
Communication between the O&M systems and the gNB shall be confidentiality, integrity and replay protected from unauthorized parties. The security associations between the gNB and an entity in the 5G Core or in an O&M domain trusted by the operator shall be supported. These security association establishments shall be mutually authenticated. The security associations shall be realized according to clause X of the present document.
Editor's Note: Clause X needs to be aligned with the clause on NDS.
3.
The gNB shall be able to ensure that software/data change attempts are authorized. 

4.
The gNB shall use authorized data/software. 

5.
Sensitive parts of the boot-up process shall be executed with the help of the secure environment. 

6.
Confidentiality of software transfer towards the gNB shall be ensured.

7.
Integrity protection of software transfer towards the gNB shall be ensured.

8.
The gNB software update shall be verified before its installation (cf. subclause 4.2.3.3.5 of TS 33.117 [24]).

5.2.5
Requirements for key management inside the gNB

The 5GC provides subscription specific session keying material for the gNBs, which also hold long term keys used for authentication and security association setup purposes. Protecting all these keys is important.

1.
Any part of a gNB deployment that stores or processes keys in cleartext shall be protected from physical attacks. If not the whole entity is placed in a physically secure location, then keys in cleartext shall be stored and processed in a secure environment. Keys stored inside a secure environment in any part of the gNB shall never leave the secure environment except when done in accordance with this or other 3GPP specifications. 

5.2.6
Requirements for handling user plane data for the gNB

Editor's Note: Backhaul and sidehaul security requirements are FFS.
1.
Any part of a gNB deployment that stores or processes user plane data in cleartext shall be protected from physical attacks. If not the whole entity is placed in a physically secure location, then user plane data in cleartext shall be stored and processed in a secure environment. 

5.2.7
Requirements for handling control plane data for the gNB 

Editor's Note: Backhaul and sidehaul security requirements are FFS.
1.
Any part of a gNB deployment that stores or processes control plane data in cleartext shall be protected from physical attacks. If not the whole entity is placed in a physically secure location, then control plane data in cleartext shall be stored and processed in a secure environment. 

5.2.8
Requirements for secure environment of the gNB

The secure environment is logically defined within the gNB. It ensures protection and secrecy of all sensitive information and operations from any unauthorized access or exposure. The following list defines the requirements of the secure environment:
1
The secure environment shall support secure storage of sensitive data, e.g. long-term cryptographic secrets and vital configuration data.

2.
The secure environment shall support the execution of sensitive functions, e.g. en-/decryption of user data and the basic steps within protocols which use longterm secrets (e.g. in authentication protocols).

3.
The secure environment shall support the execution of sensitive parts of the boot process.

4.
The secure environment's integrity shall be assured.

5.
Only authorised access shall be granted to the secure environment, i.e. to data stored and used within it, and to functions executed within it.

5.2.9
Requirements for the gNB F1 interfaces

Editor’s Note: TS 38.470 for the F1 interface, TS 38.472 for the F1-C interface, TS 38.474 for F1-U are still evolving, detailed requirements if any are FFS.

Requirements given below apply to gNBs with split DU-CU implementions using F1 interface defined in TS 38.470[x]. Signalling traffic (i.e. both F1-C interface management traffic defined in TS 38.470[x] and F1-C signalling bearer defined in TS 38.472[xx] and user plane data may be sent on the F1 interface between a given DU and its CU.
1.
 gNB shall support confidentiality, integrity and replay protection for F1-C signalling bearer [32].
2.
All management traffic on F1-C interface defined in TS 38.470 [31] shall be integrity, confidentiality and replay protected.
3.
The gNB shall support confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface [33] for user plane.


5.3
Requirements on the AMF

5.3.1
General

5.3.2
Signalling data confidentiality 

5.3.2.1
Requirements on support of ciphering

The AMF shall support ciphering of NAS-signalling.

The AMF shall support the following ciphering algorithms:

-
NEA0, 128-NEA1, 128-NEA2 as defined in subclause 5.6.1 of the present document.
The AMF may support the following ciphering algorithm:

-
128-NEA3 as defined in subclause 5.6.1 of the present document.
Confidentiality protection of the RRC-signalling and NAS-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit.

5.3.3
Signalling data integrity 

5.3.3.1
Requirements on support of integrity protection

The AMF shall support integrity protection of NAS-signalling.

The AMF shall support the following integrity protection algorithms:
-
128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.
The AMF may support the following integrity protection algorithm:

-
128-NIA3 as defined in subclause 5.6.2 of the present document.
Integrity protection of the user data between the UE and the gNB is optional to use.
Implementation of NIA0 in AMF is optional, NIA0, if implemented, shall be disabled in AMF in the deployments where support of unauthenticated emergency session is not a regulatory requirement.
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

Editor's Note: The list of exceptions is FFS.

5.3.4
Subscriber privacy 

Editor's Note: This subclause will contain general, high-level requirements on the AMF related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.
The AMF shall support primary authentication using the SUCI.
The AMF shall support assigning 5G-GUTI to the UE.

The AMF shall support reallocating 5G-GUTI to UE.

5.4
Visibility and configurability 

5.4.1
Security visibility
Editor's Note: It is FFS to clarify, if necessary, what "indication" means in this TS, i.e., data accessible via some interface/API or the actual display. Because, it is 3GPP TS 22.101 that describes how to use the "indication".

Although in general the security features should be transparent to the user or application, for certain events and according to the user's or application's concern, greater visibility of the operation of following security feature shall be provided:

-
Indication of access network encryption: the property that the user or application is informed whether the confidentiality of user data is protected on the radio access link. 

The UE shall indicate to the user or application that the access network encryption is not switched on if any of the data radio bearers of the UE uses a null encryption algorithm.

The ciphering indicator feature is specified in 3GPP TS 22.101 [20].

Editor's Note: It is FFS whether any additional security indicators are needed.
5.4.2
Security configurability

Security configurability lets a user to configure certain security feature settings on a UE that allows the user to manage additional capability or use certain advanced security features.  The following configurability features should be provided:

-
Granting or denying access to USIM without authentication as described in TS 33.401[10].
5.5
Requirements on the SIDF 

5.5.1 
Subscriber privacy


The SIDF shall resolve the SUPI based on the SUCI. 

The SIDF shall be located in the home network. 
SIDF shall be a service offered by UDM.
Editor's Note: The list of supported public key schemes is FFS.

5.6
 Algorithm identifier values
5.6.1       Ciphering algorithm identifier values
All Identifiers and names specified in this subclause are for5G. 

Each Encryption Algorithm used for 5G will be assigned a 4-bit identifier. The following values for ciphering algorithms are defined: 

"00002"         NEA0


Null ciphering algorithm;
"00012"         128-NEA1

128-bit SNOW 3G based algorithm;
"00102"         128-NEA2

128-bit AES based algorithm; and
"00112"         128-NEA3

128-bit ZUC based algorithm.
128-NEA1 is based on SNOW 3G (see TS35.215 [14]).
128-NEA2 is based on 128-bit AES [15] in CTR mode [16].
128-NEA3 is based on 128-bit ZUC (sseTS35.221 [18]).
Full details of the algorithms are specified in Annex D.
5.6.2         Integrity algorithm identifier values
All Identifiers and names specified in the present subclause are for 5G. 

Each Integrity Algorithm used for 5G will be assigned a 4-bit identifier. The following values for integrity algorithms are defined: 

"00002"         NIA0


Null Integrity Protection algorithm;
"00012"         128-NIA1

128-bit SNOW 3G based algorithm;
"00102"         128-NIA2

128-bit AES based algorithm; and
"00112"         128-NIA3

128-bit ZUC based algorithm.
128-NIA1 is based on SNOW 3G (see TS35.215 [14]).

128-NIA2 is based on 128-bit AES [15] in CMAC mode [17].

128-NIA3 is based on 128-bit ZUC (see TS35.221 [18]).

Full details of the algorithms are specified in Annex D.
5.7
Core network security 

Editor's Note: the impact of the service based architecture needs to be considered.
5.7.1
Trust boundaries 

It is assumed for the set of requirements in this subclause that mobile network operators subdivide their networks into trust zones. Subnetworks of different operators are assumed to lie in different trust zones. Messages that traverse trust boundaries shall follow the requirements in subclause 5.7.2 of the present document, if not protected end to end by NDS/IP as specified in TS 33.210 [3]. 

Editor’s Note: Trust aspects in virtualized scenarios need to be considered. This includes trust in platforms. 
5.7.2 
Requirements on interconnection based on DIAMETER or GTP
5.7.3 
Requirements on service-based architecture
5.7.3.1
Security Requirements for service-based interfaces
Editor’s Note: This content needs to be studied the security of service-based interfaces that defined in 4.2.6 of TS 23.501.
5.7.3.2
Security Requirements for service registration, discovery and authorization
Editor’s Note: This content addresses needs to be studied the security requirements for service registration, discovery and authorization




-
NF Service Based discovery and registration shall support confidentiality, integrity, and replay protection.

-
NRF shall be able to ensure that NF Discovery and registration requests are authorized.

-
NF service based discover and registration shall be able to hide the topology of the available  / supported NF’s in one administrative/trust domain from entities in different trust/administrative domains (e.g., between NFs in visited and the home networks.)
5.7.3.3
NRF security requirements

NRF and NFs that are requesting service shall be mutually authenticated. 

NRF may provide authentication and authorization to NFs establishing secure communication.
5.7.4
Requirements for e2e core network interconnection security

The present subclause contains requirements common to subclauses 5.7.2 and 5.7.3
A solution for e2e core network interconnection security shall satisfy the following requirements. 

-
The solution shall support adding, deletion and modification of message elements by intermediate nodes except for specific message elements described in the present document.

NOTE:
Typical example for such a case is IPX providers modifying messages for routing purposes.

-
The solution shall provide confidentiality and/or integrity end-to-end between source and destination network for specific message elements identified in this specification. For this requirement to be fulfilled, a proxy – cf [2, clause 4.2.4] shall be present at the edge of the source and destination networks dedicated to handling e2e Core Network Interconnection Security. IThe confidentiality and/or integrity for the message elements is provided between two proxy nodes of the source and destination networks–. 

Editor’s Note: Which specific message elements require end-to-end protection is ffs. Whether only confidentiality or only integrity or both are applied to the specific message element is ffs.
NOTE:
A proxy function according to [2] can modify the address information (to make itself the destination of the response to hide network topology) when the message is targeted to another PLMN.

-
The destination network shall be able to determine the authenticity of the source network  that sent the specific message elements protected according to the preceding bullet. For this requirement to be fulfilled, it shall suffice that a proxy function in the destination network that is dedicated to handling e2e Core Network Interconnection Security can determine the authenticity of the source network.
-
The solution should have minimal impact and additions to 3GPP-defined network elements.
-
The solution should be using standard security protocols. 

-
The solution shall cover interfaces used for roaming purposes.
-
The solution should take into account considerations on performance and overhead.
-
The solution shall cover prevention of replay attacks.
-
The solution shall cover algorithm negotiation and prevention of bidding down attacks.

-
The solution should take into account operational aspects of key management.

5.8
General security requirements

An attacker could attempt a bidding down attack by making the UE and the network entities respectively believe that the other side does not support a security feature, even when both sides in fact support that security feature. It shall be ensured that a bidding down attack, in the above sense, can be prevented.
5.9
Requirements on the SEAF
5.9.1
Subscriber privacy
AMF shall support primary authentication using SUCI.
5.10
Authentication and Authorization
Editor’s Note: It is ffs whether the NOTEs on earlier generations should be kept.
The 5G system shall satisfy the following requirements. 

Editor’s Note: Requirements on emergency calls are ffs. 
Subscription authentication: The serving network shall authenticate the Subscription Permanent Identifier (SUPI) in the process of authentication and key agreement between UE and network.

NOTE: 
A similar requirement is already satisfied in 2G, 3G, and 4G. 
Serving network authentication: The UE shall authenticate the serving network identifier through implicit key authentication. 

NOTE: 
The meaning of ‘implicit key authentication’ here is that authentication is provided through the successful use of keys resulting from authentication and key agreement in subsequent procedures. 
NOTE: 
A similar requirement is already satisfied in 4G for 3GPP access networks. Clause 6 of the present document describes how it is achieved in 5G. The preceding requirement does not imply that the UE authenticates a particular entity, e.g an AMF, within a serving network. 
UE authorization: The serving network shall authorize the UE through the subscription profile obtained from the home network. UE authorization is based on the authenticated SUPI.

NOTE: 
This feature is already present in 2G, 3G, and 4G. 
Serving network authorization:

Serving network authorization by the home network: Assurance shall be provided to the UE that it is connected to a serving network that is authorized by the home network to provide services to the UE. This authorization is ‘implicit’ in the sense that it is implied by a successful authentication and key agreement run.

NOTE: 
This feature is already present in 3G and 4G. 
Editor’s Note: Serving network authorization by the UE is ffs.
Access network authorization: Assurance shall be provided to the UE that it is connected to an access network that is authorized by the serving network to provide services to the UE. This authorization is ‘implicit’ in the sense that it is implied by a successful establishment of access network security. This access network authorization applies to all types of access networks. 

NOTE: A similar requirement is already satisfied in 4G for 3GPP-defined access networks.
6           Security procedures between UE and 5G core network functions          

6.1
Primary authentication and key agreement
6.1.1
Authentication framework

6.1.1.1
General

The purpose of the primary authentication and key agreement procedures is to enable mutual authentication between the UE and the network and provide keying material that can be used between the UE and network in subsequent security procedures. The keying material generated by the primary authentication and key agreement procedure results in an anchor key called the KSEAF provided by the AUSF to the SEAF.

Keys for more than one security context can be derived from the KSEAF without the need of a new authentication run. As a concrete example of this is that an authentication run over a 3GPP access network can also provide keys to establish security between the UE and a N3IWF used in untrusted non-3GPP access. 

In addition, the 5G security architecture, an authentication run may also result in a key called the KAUSF left at the AUSF based on the home operator's policy on using such key. This feature is optional to implement and optional to use.
NOTE 1:
This feature is an optimization that may be useful, for example, when a UE registers to different serving networks for 3GPP-defined access and untrusted non-3GPP access (this is possible according to TS 23.501 [2]).
NOTE 2:
A subsequent authentication based on a key left at the AUSF gives somewhat weaker guarantees than an authentication directly involving the ARPF and the USIM. It is rather comparable to fast re-authentication in EAP-AKA'. 

Editor's Note: The details of an authentication procedure using a key left at the AUSF are FFS. They can be found in clause TBD.
NOTE 3:
In the present release, EAP-AKA' and 5G AKA are the only authentication methods that are mandatory to support in UE and serving network, hence only they are described in subclause 6.1.3 of the present document. An example of how additional authentication methods can be used with the EAP framework is given in the informative Annex B. 

6.1.1.2
EAP framework

The EAP framework is specified in RFC 3748 [27]. It defines the following roles: peer, pass-through authenticator and back-end authentication server. The back-end authentication server acts as the EAP server, which terminates the EAP authentication method with the peer. In the 5G system, when EAP-AKA' is used, the EAP framework is supported in the following way: 

-
The UE takes the role of the peer. 
-
The SEAF takes the role of pass-through authenticator. 
-
The AUSF takes the role of the backend authentication server.
6.1.1.3
Granularity of anchor key binding to serving network

The primary authentication and key agreement procedures shall bind the KSEAF to the serving network. The binding to the serving network prevents one serving network from claiming to be a different serving network, and thus provides implicit serving network authentication to the UE. 

This implicit serving network authentication shall be provided to the UE irrespective of the access network technology, so it applies to both 3GPP and non-3GPP access networks.
Furthermore, the anchor key provided to the serving network shall also be specific to the authentication having taken place between the UE and a 5G core network, i.e. the KSEAF shall be cryptographically separate from the key delivered from the home network to the serving network in earlier mobile network generations.

The anchor key binding shall be achieved by including a parameter called "serving network name" into the chain of key derivations that leads from the long-term subscriber key to the anchor key. 

The value of serving network name is defined in subclause 6.1.1.4 of the present specification. 

The chain of key derivations that leads from the long-term subscriber key to the anchor key is specified in subclause 6.1.3 of the present document for each (class) of authentication methods. The key derivation rules are specified in Annex A. 

NOTE:
No parameter like 'access network type' is used for anchor key binding as 5G core procedures are supposed to be access network agnostic.

Editor's Note: The compatibility of serving network authentication with network sharing scenarios is FFS.

6.1.1.4
Construction of the serving network name
6.1.1.4.1
Serving network name
The serving network name is used in the derivation of the anchor key and the calculation of the RES* and XRES*. It serves a dual purpose, namely:

-
It binds the anchor key and the (X)RES* to the serving network by including the SN Id;
-
It makes sure that the anchor key and (X)RES* are specific for authentication between a 5G core network and a UE by including a service code set to "5G".
The serving network name is the concatenation of a service code and the SN Id such that the service code prepends the SN Id and without any separation characters. The serving network name shall only contain the service code and the SN Id.

NOTE:
No parameter like 'access network type' is used for serving network name as it relates to a 5G core procedure that is access network agnostic.
6.1.1.4.2
Construction of the Serving Network Name by the UE
The UE shall construct the serving network name as follows:

1.
It shall set the service code to "5G";
2.
It shall set the network identifier to the SN Id of the network that it is authenticating to;
3.
Concatenate the service code and the SN Id.
Editor's Note: It is FFS how the UE determines the SN Id. when network sharing is used.  
6.1.1.4.2
Construction of the Serving Network Name by the AUSF
The AUSF shall construct the serving network name as follows:

1.
It shall set the service code to "5G";
2.
It shall set the network identifier to the SN Id of the serving network to which the AV is sent by the AUSF;
3.
Concatenate service code and the SN Id.
6.1.2
Initiation of authentication and selection of authentication method
The initiation of the primary authentication is shown in Figure 6.1.2-1.  
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Figure 6.1.2-1: Initiation of authentication procedure and selection of authentication method
The SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. The UE shall use SUCI or 5G-GUTI in the registration request.
The SEAF shall send an Authentication Initiation Request (5G-AIR) message to the AUSF whenever the SEAF wishes to initiate an authentication with the UE with the following exception: 

-
The SEAF does not need to send a 5G-AIR message if it has an authentication vector for 5G AKA available and wishes to initiate an authentication with the UE over 3GPP access. 

NOTE 1:
In EPS, the acronym AIR stands for Authentication Information Request.

The 5G-AIR message shall contain either:

-
SUCI, as defined in the current specification, or
-
SUPI, as defined in TS 23.501 [2].
The SEAF shall include the SUPI in the 5G-AIR message in case the SEAF has a valid 5G-GUTI, and re-authenticates the UE. Otherwise the SUCI is included in 5G-AIR.
Editor's Note: It is FFS how the AUSF can determine whether the SUPI is in cleartext or in concealed form. 

The 5G-AIR shall furthermore contain:

-
an indication of whether the authentication is meant for 3GPP access or non-3GPP access; and
-
the serving network name, as defined in subclause 6.1.1.4 of the present document.


NOTE 2:
The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs.

Upon receiving the 5G-AIR message, the AUSF shall:
 check that the requesting SEAF in the serving network is entitled to use the serving network name in the 5G-AIR;
The Authentication Information Request (Auth Info-Req) sent from AUSF to UDM includes
 the following information:
-
SUCI oIPI;

-
the serving network name;
-
an indication of whether the authentication is meant for 3GPP access or non-3Iaccess;
-
the number of AVs requested, in case the AUSF is configured to run 5G-AKA.
Upon reception of the Auth Info-Req, the UDM/SIDF shall be invoked if a SUCI is received. SIDF, as offered as a service by UDM, shall de-conceal SUCI to gain SUPI before UDM can process the authentication vector(s) request.
Based on SUPI, the UDM/ARPF shall choose the authentication method, based on the subscription data and the access network type. For both access types, 3GPP access or non-3GPP access, the ARPF may choose EAP-AKA' (subclause 6.1.3.1) or 5G AKA (subclause 6.1.3.2). 

6.1.3
Authentication procedures

Editor's Note: The term authentication vector in this clause is used for authentication vectors that contain different elements. It is FFS to specify what is in each authentication vector.

6.1.3.1
Authentication procedure for EAP-AKA'
EAP-AKA' is specified in RFC 5448 [12].
EAP-AKA' is applied within the 5G authentication framework whenever the UDM/ARPF has received an Authentication Information Request (Auth Info-Req) message from the AUSF, and has chosen EAP-AKA' as the authentication method, cf. subclause 6.1.2 of the present document. 

The authentication procedure for EAP-AKA' works as follows, cf. also Figure 6.1.3.1-1:
1.
The UDM/ARPF shall first generate an authentication vector with Authentication Management Field (AMF) separation bit = 1 as defined in TS 33.102 [9]. The UDM/ARPF shall then compute CK' and IK' as per the normative Annex A and replac CK and IK by CK' and IK'. The ARPF shall subsequently send this transformed authentication vector (RAND, AUTN, XRES, CK', IK') to the AUSF from which it received the Auth Info Req using an Authentication Information Response (Auth Info-Resp) message. 
NOTE:
The exchange of an Auth-Info-Req message and an Auth-Info-Resp message between the AUSF and the UDM/ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], subclause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. The "network name" is a concept from RFC 5448 [12]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> parameter is not defined in RFC 5448 [12], but rather in 3GPP specifications. For EPS, it is defined as "network access identity" in TS 24.302 [13], and for 5G, it is defined as "serving network name" in subclause 6.1.1.4 of the present document and in TS 24.yyy [xx], with a re-direction from TS 24.302 [13] to TS 24.yyy.

Editor’s Note: It is FFS whether serving network name should be bound into the derivation of KAUSF as this may be used to derive keys for registrations on multiple serving networks. If there is a problem, it may be necessary to consider solutions like in S3-172458.
Editor's Note: The number of the stage 3 specification TS 24.yyy [xx] is FFS. 
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Figure 6.1.3.1-1: Authentication procedure for EAP-AKA'
The AUSF and the UE shall then proceed as described in RFC 5448 [12] until the AUSF is ready to send the EAP-Success.
1.
The AUSF shall send the EAP-Request/AKA'-Challenge message to the SEAF in a 5G Authentication Initiation Answer (5G-AIA) message. 
2.
The SEAF shall transparently forward the EAP-Request/AKA'-Challenge message to the UE in a NAS message Auth-Req message. 
Editor’s Note:
The SEAF needs to understand that the authentication method used is an EAP method. How the SEAF learns about the type of authentication method based on the 5G-AIA message is specified by CT4.  
3.
The UE shall send the EAP-Response/AKA'-Challenge message to the SEAF in a NAS message Auth-Resp message.
Editor’s Note:
An additional step needs to be included that specifies that the UE derives the keys and calculates the RES needs to be included.  
4.
The SEAF shall transparently forwards the EAP-Response/AKA'-Challenge message to the. 
5.
The AUSF shall verify the message, and if the AUSF has successfully verified this message it shall continue as follows, otherwise it shall return an error. 6.
The AUSF and the UE may exchange EAP-Request/AKA'-Notification and EAP-Response /AKA'-Notification messages via the SEAF. The SEAF shall transparently forward these messages. 
Editor's note: the condition needs to be clarified.
7.
The AUSF uses the first 256 bits of EMSK as the KAUSF and then calculates KSEAF from KAUSF as described in Annex A.X. The AUSF shall send an EAP Success message to the SEAF, which shall forward it transparently to the UE. The EAP Success message shall be contained in a message over N12 that also contains the KSEAF. If the AUSF received a SUCI from the SEAF when the authentication was initiated (see subclause 6.1.2 of the present document), then the AUSF shall also include the SUPI in the N12 message.  
Editor's Note: For LI, the AUSF sending SUPI to SEAF is necessary but not sufficient. Further steps such as acquiring SUPI from the UE are required. 

The key received in the N12 message shall become the anchor key, KSEAF in the sense of the key hierarchy in subclause 6.2 of the present document. On receiving the EAP-Success message, the UE calculates KAUSF and KSEAF in the same way as the AUSF.
The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challenge message are described in subclause 6.1.4 of the present document. 

If the EAP-Response/AKA'-Challenge message is not successfully verified, the subsequent AUSF behaviour is determined according to the home network's policy. 

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. 

Editor's Note: Steps in figure should be numbered.

6.1.3.2
Authentication procedure for 5G AKA

5G AKA enhances EPS AKA, as defined in TS 33.401 [10], by providing an Authentication Confirmation message from the visited network to the home network that confirms successful authentication of the UE such that the message cannot be spoofed by the visited network with reasonable probability. 

5G AKA is applied within the 5G authentication framework whenever the UDM/ARPF has received an Authentication Information Request (Auth Info-Req) message from the AUSF, and chosen 5G AKA as the authentication method, cf. subclause 6.1.2 of the present document. 

It is recommended that the SEAF fetch only one authentication vector at a time as the need to perform authentication runs has been reduced in 5G through the use of the anchor key KSEAF concept. By following this recommendation, re-synchronisation procedures can be minimized. However, retrieving more than one authentication vector can be useful when there is a risk of temporary unavailability of the interconnection network between visited and home network.
In 5G AKA there are two authentication vectors, namely the following:

-
5G HE AV: the 5G Home Environment Authentication Vector is the type of authentication vector(s) that is received by the AUSF from the UDM/ARPF in the Auth-info Resp. The 5G HE AV has the following fields: RAND, AUTN, XRES*, and KAUSF.
-
5G AV: the 5G Authentication Vector is the type of authentication vector that the SEAF receives from the AUSF in the 5G-AIA message. The 5G AV has the following fields: RAND, AUTN, HXRES*, and KSEAF. The difference between the 5G HE AV and the 5G AV is that the XRES* and the KAUSF in the 5G HE AV is replaced  by the HXRES* and the KSEAF in the 5G AV.
The authentication procedure for 5G AKA works as follows, cf. also Figure 6.1.3.2-1:

1.
For each 5G authentication vector that is requested, the UDM/ARPF shall first generate an authentication vector with Authentication Management Field (AMF) separation bit = 1 as defined in TS 33.102 [9]. The UDM/ARPF shall then derive KAUSF from CK, IK, SQN ( AK, and the serving network name as per the Normative Annex A.2, and XRES* as per the normative Annex A.4 from CK, IK, XRES, RAND, and the serving network name. And finally, the UDM/ARPF shall create a 5G HE AV consisting of RAND, AUTN, XRES*, and KAUSF.
2.
The UDM/ARPF shall then return the requested number of  5G HE AVs to the AUSF in an authentication information response (Auth Info-Resp). 
3.
The AUSF shall store the XRES* temporarily until a protocol timer expires. The AUSF shall store the KAUSF if needed.
NOTE: 
The storage of KAUSF is optional.   
Editor's Note: The protocol timer value is to be defined by CT4. 

4.
The AUSF shall then generate the 5G AV from the 5G HE AV by  computing the HXRES* from XRES* according to Normative Annex A.5 5 and KSEAF from KAUSF according to Normative Annex A.6, and replacing the XRES* with the HXRES* and KAUSF with KSEAF in each 5G HE AV:
Editor's Note: It is FFS whether HXRES* should be computed in the ARPF.
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Figure 6.1.3.2-1: Authentication procedure for 5G AKA
5.
The AUSF shall then return one or more 5GAV (RAND, AUTN, HXRES*, KSEAF) to the SEAF in a 5G Authentication Initiation Answer (5G-AIA). In case the AUSF received a SUCI from the SEAF when the authentication was initiated (see subclause 6.1.2 of the present document), then the AUSF shall also include the SUPI in 5G-AIA. The AUSF shall further include an expiry time after which the SEAF shall not use the authentication vector for an authentication run.

Editor's Note: It needs to be configured that the serving network has time to run authentication.
Editor's Note: For LI, the AUSF sending SUPI to SEAF is necessary but not sufficient. Further steps, such as acquiring SUPI from the UE, are required.
Editor's Note: It is FFS how the 5G-AIA is used to tell the SEAF that a confirmation message is required.

If the AUSF binds subsequent procedures to authentication confirmation, then the AUSF shall send only one authentication vector 5G AV to the SEAF at a time. 
NOTE:
When an Authentication Confirmation binds subsequent procedures to authentication confirmation, the home operator typically wants to get assurance that the authentication has been recent. The use of a stored authentication vector sent to the visited network quite some time ago cannot provide such assurance. 
6.
The SEAF shall verify that the expiry time specified by the AUSF has not yet expired. In case the timer has not yet expired, the SEAF shall send RAND, AUTN to the UE, as described for EPS AKA in TS 33.401 [10], in a NAS message Auth-Req. The USIM shall return RES, CK, IK to the ME, as described for EPS AKA in TS 33.401 [10]. The ME then shall compute RES* from RES according to Normative Annex A.#4 and the UE shall return RES* to the SEAF in a NAS message Auth-Resp. The UE shall calculate KAUSF and KSEAF in the same way as the UDM/ARPF and AUSF respectively.
7.
The SEAF shall then compute HRES* from RES* according to Normative Annex A, and the SEAF shall compare HRES* and HXRES*. If they coincide, the SEAF shall consider the authentication successful. If not, the SEAF shall reject the authentication. 
If the authentication was successful, the key KSEAF received in 5G AV shall become the anchor key in the sense of the key hierarchy in subclause 6.2 of the present document. 

If the authentication was successful, the SEAF shall send RES*, as received from the UE, in a 5G Authentication Confirmation (5G-AC) message (containing the subscriber identifier and the serving network name) to the AUSF. For cases in which SEAF and AUSF belong to the same operator, the 5G-AC message may be skipped. This can be achieved through configuration.
When the 5G-AC message was received in response to an 5G-AIA and was received before the protocol timer above has expired, the AUSF shall compare the received RES* with the stored XRES*. If they coincide, the AUSF shall consider the confirmation message as successfully verified.

The further steps taken by the AUSF upon receiving a successfully verified confirmation message are described in subclause 6.1.4 of the present document. 

If the confirmation message is not successfully verified, the AUSF shall act according to the home network's policy. 

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. It is FFS whether the AUSF sends a Cancel Location message, with suitable cause values, if the subscriber had already been registered and either the timer was up or the received RES* was incorrect. 


Editor's Note: It is FFS whether the RES* could optionally be computed on the USIM.

6.1.4
Linking increased home control to subsequent procedures

6.1.4.1
Introduction 

The authentication and key agreement protocols mandated to support all provide increased home control, compared to EPS AKA in 4G. This increased home control comes in the following forms in 5G: 

-
In the case of EAP-AKA', the AUSF in the home network obtains confirmation that the UE has been successfully authenticated when the EAP-Response/AKA'-Challenge received by the AUSF has been successfully verified, cf. subclause 6.1.3.1 of the present document. 

-
In the case of 5G AKA, the AUSF in the home network obtains confirmation that the UE has been successfully authenticated when the Authentication Confirmation message received by the AUSF has been successfully verified, cf. subclause 6.1.3.2 of the present document. 

The feature of increased home control is useful in preventing certain types of fraud, e.g. fraudulent Update Location request for subscribers that are not actually present in the visited network. But an authentication protocol by itself cannot provide protection against such fraud. The authentication result needs to be linked to subsequent procedures, e.g. the location update procedure in some way to achieve the desired protection.

The actions taken by the home network to link authentication confirmation (or the lack thereof) to subsequent procedures are subject to operator policy and are not standardized.

But some guidance is given in this subclause as to what measures an operator could usefully take. Such guidance may help avoiding a proliferation of different solutions. 

The N13 interface shall support sending information from the AUSF to the UDM that a successful or unsuccessful authentication of a subscriber has occurred. 

NOTE: 
It may be sufficient for the purposes of fraud prevention to send only information about successful authentications, but this is up to operator policy.
6.1.4.2
Linking authentication confirmation to update location procedure

This subclause gives informative guidance on how a home operator could link authentication confirmation (or the lack thereof) to subsequent 5G Update Location procedures to achieve protection against certain types of fraud, as mentioned in the preceding subclause. 

Approach 1: 

The home network records the time of the most recent successfully verified authentication confirmation of the subscriber together with the identity of the 5G visited network that was involved in the authentication. When a new 5G Update Location Request message (5G-ULR) arrives from a visited network, the home network checks whether there is a sufficiently recent authentication of the subscriber by this visited network. If not, the 5G-ULR message is rejected. The rejection message may include, according to the home networks policy, an indication that the visited network should send a new 5G Authentication Initiation Request (cf. subclause 6.1.2 of the present document) for fetching new authentication vectors before repeating the 5G-ULR message. 

NOTE 1: 
With this approach, the authentication procedure and the 5G Update Location procedure are performed independently. They are coupled only through linking information in the home network. 

NOTE 2: 
It is up to the home network to set the time threshold to define what 'sufficiently recent' is.

Approach 2: 

As a variant of the above Approach 1, Approach 2 is based on a more fine-grained policy applied by the home network; the home network could classify roaming partners into different categories, depen–ing on the trust - e.g. derived from previous experience placed in them, for example as follows: 

-
For a visited network in the first category, the home network would require a successful authentication 'immediately preceding' the 5G-ULR.

-
For a visited network in the second category, the home network would only check that an authentication in a network visited by the subscriber was sufficiently recent (taking into account that there may have been a security context transfer between the visited networks).
-
For a visited network in the third category, the home network would perform no checks regarding 5G-ULRs and authentication at all. 

Further approaches are possible, depending on the home operator's policy.

6.2

Key hierarchy, key derivation, and distribution scheme
Editor's Note: This subclause is meant to contain an overall description of all the keys in the 5G key hierarchy, also comprising keys shared between UE and access network that are defined only below in clause 8 of the present document. 

6.2.1
Key hierarchy

Requirements on 5GC and NG-RAN related to keys:

a)
The 5GC and NG-RAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 bits and for future use the network interfaces shall be prepared to support 256 bit keys.

b)
The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.
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Figure 6.2.1-1: Key hierarchy in 5GS 

Editor’s Note: Key hierarchy from the K to the KSEAF is FFS and therefore shown so in Figure 6.2.1-1. The figure needs to be updated and relevant description needs to be added. Corresponding nodes/components on the network side and the UE side also need to be clarified.

Editor’s Note: It is FFS whether the 5GC will support a horizontal key derivation like mechanism to provide backward security during AMF changes.
Editor’s Note: When the AUSF stored the KAUSF, it is FFS whether the USIM or ME needs to store it too.  

The keys related to authentication (see Figure 6.2.1-1) includes the following keys: K, CK/IK, and if EAP-AKA’ is used CK’/IK’.
The key hierarchy (see Figure 6.2.1-1) includes the following keys: KAUSF, KSEAF, KAMF, KNASint, KNASenc, KN3IWF, KgNB, KRrCint, KRRCenc, KUPint and KUPenc.

Keys for NAS signalling: 

-
KNASint is a key, which shall only be used for the protection of NAS signalling with a particular integrity algorithm.

-
KNASenc is a key, which shall only be used for the protection of NAS signalling with a particular encryption algorithm. 

Editor’s Note: Further description, according to agreement on AMF handling UEs from multiple accesses, is FFS.

Keys for UP traffic: 

-
KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. 

-
KUPint is a key, which shall only be used for the protection of UP traffic between ME and gNB with a particular integrity algorithm.

Keys for RRC signalling: 

-
KRRCint is a key, which shall only be used for the protection of RRC signalling with a particular integrity algorithm.

-
KRRCenc is a key, which shall only be used for the protection of RRC signalling with a particular encryption algorithm.

Intermediate keys: 

-
NH is a key derived by ME and AMF to provide forward security as described in Clause <FFS>. 

-
KgNB* is a key derived by ME and gNB when performing a horizontal or vertical key derivation as specified in Clause <FFS> using a KDF as specified in Clause <FFS>. 

6.2.2
Key derivation and distribution scheme
Editor’s Note: The content of this clause is meant to correspond to TS 33.401, clause 6.2, more precisely the parts related to the key derivation and distribution scheme.
Editor's Note: Figures similar to those in clause 6.3 of TS 33.401 need to be added.
Editor’s Note: Keys relating to encryption of the permanent subscriber identity need to be added here.  
6.2.2.1
Keys in network entities
Keys in the ARPF
The ARPF shall store the long-term key K. The key K shall be 128 bits or 256 bits long. 

During an authentication and key agreement procedure, the ARPF shall generate key material from K that it forwards to the AUSF. The generation of this key material is specific to the authentication method and is specified in clause 6.1.3.

Keys in the AUSF
The AUSF shall generate the anchor key, also called KSEAF, from the key material received from the ARPF during an authentication and key agreement procedure.

The AUSF may generate a further key KAUSF from the key material received from the ARPF. This further key may be stored in the AUSF between authentication and key agreement procedures. 

Keys in the SEAF
The SEAF receives the anchor key, KSEAF, from the AUSF upon a successful primary authentication procedure in each serving network.

The SEAF shall never transfer KSEAF to an entity outside the SEAF.

The SEAF shall generate KAMF from KSEAF immediately following the authentication and key agreement procedure and hands it to the AMF.

NOTE: 
This implies that a new KAMF, along with a new KSEAF, is generated for each run of the authentication and key agreement procedure.
NOTE: 
The SEAF is co-located with the AMF.
Editor’s Note: It is ffs whether the following is true: KSEAF is no longer needed after KAMF has been derived and can be deleted. This may change if SEAF becomes an entity deployed separately from AMF and where a SEAF can be connected to multiple AMFs. 
Keys in the AMF
The AMF receives KAMF from the SEAF or from another AMF. 

The AMF shall derive a key K’AMF from KAMF for transfer to another AMF set in inter-AMF mobility. The receiving AMF shall use K’AMF as its key KAMF. 

Editor’s Note: This depends on decisions on inter-AMF mobility. 
NOTE: The precise rules for key handling in inter-AMF mobility can be found in clause 6.5. 
The AMF shall generate keys KNASint and KNASenc dedicated to protecting the NAS layer.  

Editor’s Note: it is ffs whether one or more instances of KNASint and KNASint are required at a time. 
The AMF shall generate access network specific keys from KAMF. In particular, 

-
the AMF shall generate KgNB and transfer it to the gNB.
-
the AMF shall generate NH and transfer it to the gNB, together with the corresponding NCC value.
The AMF may also transfer an NH key, together with the corresponding NCC value, to another AMF, cf. clause 6.5 “Security handling in mobility”.

Editor’s Note: the mentioning of NH depends on the assumption that a mechanism similar to vertical key derivation in EPS is used also with 5G NR access networks. 
-
the AMF shall generate KN3IWF and transfer it to the N3IWF. 
Keys in the gNB
The gNB receives KgNB and NH from the AMF. 

The gNB shall generate all further keys dedicated to protecting the 5G NR from KgNB and /or NH.  

Keys in the N3IWF
The N3IWF receives KN3IWF from the AMF. 

The N3IWF shall use KN3IWF as the key MSK for IKEv2 between UE and N3IWF in the procedures for untrusted non-3GPP access, cf. clause 11. 

6.2.2.2
Keys in the UE
For every key in a network entity, there is a corresponding key in the UE.

Keys in the USIM
The USIM shall store the same long-term key K that is stored in the ARPF. 

During an authentication and key agreement procedure, the USIM shall generate key material from K that it forwards to the ME.

Editor’s Note: the function split between USIM and ME is ffs. This function split is also likely to depend on whether a legacy USIM is used. 
Keys in the ME
Editor’s Note: tba, in line with the keys in network entities above. 
6.3

Security contexts

6.3.1
General

Editor's Note: TS 33.401 [10] contains an elaborate set of definitions of different levels of security contexts. These definitions may be further explained here. If the definitions in clause 3 of the present document are sufficient, this subclause may be quite short.  

6.3.2
Handling security contexts within the serving network 

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 6.4, which is about handling security contexts at certain events like removal of the UICC, new authentication, state transitions, and about the respective roles of ME and UICC in handling security contexts.

6.3.3
Distribution of security contexts 

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclauses 6.1.4, 6.1.5, 6.1.6, which are about distributing security contexts in and between security domains.
6.3.3.1
General

The present clause focuses on the security contexts themselves; the handling of security contexts in mobility procedures is described in clause 6.5. 

6.3.3.2
Distribution of subscriber identities and security data within one 5G serving network domain

The transmission of the following subscriber identities and security data is permitted between 5G core network entities of the same serving network domain: 

-
SUPI in the clear

-
5G security contexts, as described in clause 6.5

-
any unused 5G authentication vectors

Once the subscriber identities and security data have been transmitted from an old to a new network entity the old network entity shall delete the data. 

6.3.3.3
Distribution of subscriber identities and security data between 5G serving network domains

The transmission of the following subscriber identities and security data is permitted between 5G core network entities of different serving network domains: 

-
SUPI in the clear

-
5G security contexts, as described in clause 6.5, if the security policy of the transmitting 5G serving network domain allows this. 

Unused 5G authentication vectors, or non-current 5G security contexts, shall not be transmitted to a different 5G serving network domain.

6.3.3.4
Distribution of subscriber identities and security data between 5G and 4G serving network domains

NOTE: 
No direct interworking between 5G networks and network of generations prior to 4G are foreseen. Therefore, only the interaction between 5G and 4G serving network domains is addressed here. 

The transmission of the SUPI in the clear is permitted between 5G and 4G core network entities if it has the form of an IMSI.

The transmission of any unmodified 5G security contexts to a 4G core network entity is not permitted. Details of security context transfer between 4G and 5G core network entities can be found in clause 9.

The transmission of any unused 5G authentication vectors to a 4G core network entity is not permitted. The transmission of any unused EPS authentication vectors to a 5G core network entity is not permitted.

NOTE: 
The rules above differ from the corresponding rules in 3GPP TS 33.401, clause 6.1.6: The latter allows forwarding of UMTS authentication vectors from an SGSN to an MME and back to the same SGSN under certain conditions. But this feature goes against a strict security separation of 4G and 5G domains. As its performance advantage is questionable it was not copied into 5G.

NOTE: 
Security context mapping between 4G and 5G serving networks is allowed, according to clause 9.

6.3.4
Multiple registrations in different PLMN’s’ serving network or in same PLMN’s serving network
There are two cases where the UE can be multiple registered in different PLMN’s serving networks or in the same PLMN’s serving networks. The first case is when the UE is registered in one PLMN serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN serving network over the other type of access (e.g. non-3GPP). The second case is where the UE is registered in the same AMF in the same PLMN serving network over both 3GPP and non-3GPP accesses. The UE will establish two NAS connections with the network in both cases. 

NOTE: The UE belongs to a single HPLMN.
6.3.4.1
Multiple registrations in different PLMNs
The UE shall independently maintain and use two different 5G security contexts, one per PLMN’s serving network. 

Editor’s note: It is FFS if Eeach security context shall only be established separately via a successful primary authentication procedure with the target PLMN’s serving network, or if the home network key KAUSF could also be used. Clause 6.6.2.1 needs to be updated accordingly.  
6.3.4.2
Multiple registrations in the same PLMN
6.4
Security handling in state transitions
6.5
Security handling in mobility

6.5.0
General 

Editor’s Note: The use of KSEAF in 4G-5G interworking is ffs and may impact this clause.
6.5.1
Key handling in handover
Editor’s Note: This clause is meant to contain, among other things, content corresponding to TS 33.401 [10], clause 7.2.8.1.2, which is about NAS aspects that need to be considered in handover.
6.5.1.1

Key derivations during handovers
Editor’s Note: This clause is meant to contain contents corresponding to TS 33.401 [10], clause 7.2.8.4, which is about key derivations during handover.
6.5.1.1.1
N2-Handover with AMF change
Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.3, which is about N2-handover with AMF change.
6.5.1.1.2
UE handling
Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.4, which is about UE handling in handover.
6.5.1.2
Key-change-on-the fly
Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9, which is about key-change-on-the-fly.
6.5.1.2.1
NAS key re-keying
Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9.4, which is about KAMF re-keying.
Editor's note: It is FFS whether this clause need updating according to the agreements in SA3 related to NAS keys (e.g., number of NAS keys, number of NAS SMCs, horizontal derivation of KAMF, etc.).
After a primary authentication has taken place, new NAS keys from a new KAMF shall be derived, according to Annex <TBD>. 

To re-activate a non-current full native 5G security context after handover from E-UTRAN the UE and the AMF take the NAS keys into use by running a NAS SMC procedure according to Clause 6.7.2.

AMF shall activate fresh NAS keys from a primary authentication run or activate native security context, which has a sufficiently low NAS COUNT values, before the NAS uplink or downlink COUNT wraps around with the current security context.

6.5.1.2.2
NAS key refresh
Editor’s Note: This clause is meant to contain content about KAMF refresh. Scenarios for KAMF refresh are FFS.
6.5.2
Security in AMF change within an AMF set
Within an AMF set, the 5G security context is stored in the UDSF. No key derivations are performed when a UE is assigned a different AMF from the same AMF set, as identified by the AMF SET ID. 

KSEAF shall not be stored in the UDSF.

Editor’s Note: This subclause shall specify a list of parameters to be stored in the UDSF as part of the 5G security context.
6.5.3
Security in AMF change between AMF sets
6.5.3.1
List of parameters to be transferred in AMF set change
KSEAF shall not be forwarded to another AMF set. 

Editor’s Note: Work on this subclause needs to take into account TS 29.274, clause 8.38, on “MM Context” that shows the security parameters that are transferred between MMEs in EPS.
6.5.3.2
Key handling in AMF set change 
A key KAMF shall not be forwarded to another AMF set. Rather, the old AMF shall generate a derived KAMF and transfer it to the AMF in the other AMF set. The key derivation is specified in Annex A.

Editor’s Note: In particular, it needs to be decided how non-current 5G contexts should be handled. Note that non-current 5G contexts could have been current, hence in use earlier; therefore, non-current 5G contexts cannot be transferred as such without breaking backward security
Then the new AMF shall decide whether to use the KAMF directly according to its local policy after receiving the response from the old AMF. 

When the new AMF decides to use the key directly, it shall send UE the NAS SMC including replayed UE security capabilities, the selected NAS algorithms and the ngKSI for identifying KAMF to establish a new NAS security context between the UE and new AMF. 

NOTE 1:
When only backward security is needed, the new AMF can directly use the new key received from the old AMF. 
When the new AMF decides not to use the KAMF, it can perform a re-authentication procedure to the UE to establish a new NAS security context. 

NOTE 2:
When the old AMF is located in an exposed location, and the new AMF does not want to use the KAMF derived from the old AMF since a compromise of the old AMF potentially risks the security of the new AMF, the new AMF can perform a re-authentication procedure.
6.5.3.3
 Procedures for security context transfer in idle mode mobility
Editor’s Note: Information flows for re-registrations and registration area updates are described here. Work on this subclause needs to take into account TS 33.401, clauses 6.1.4 and 6.1.5.
6.5.3.4
Procedures for security context transfer in handovers
6.5.3.5
N2-Handover with AMF set change
Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.3, which is about N2-handover with AMF change.
Upon reception of the HANDOVER REQUIRED message, the source AMF shall derive KAMF as defined in clause 6.5.3.2 and increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex X. The source AMF shall store that fresh pair and send it to the target AMF in the N14FORWARD RELOCATION REQUEST message. The N14FORWARD RELOCATION REQUEST message shall in addition contain the KAMF.

The target AMF shall store the KAMF and {NH, NCC} pair received from the source AMF. 

The target AMF shall then send the received {NH, NCC} pair to the target gNB within the N2 HANDOVER REQUEST.

6.5.3.6
Rules on Concurrent Running of Security Procedures
Editor’s Note: The rules are referenced here only as far as the NAS layer is concerned. Work on this subclause needs to take into account TS 33.401, clause 7.2.10, steps 8 and 9. Note that forwarding an old KAMF unchanged defeats backward security. A possible solution, for phase 1 without stand-alone SEAF, is forwarding only one or more NH, NCC pairs based on the old KAMF as only these will be needed by the new AMF. This solution assumes that the new KAMF can be taken into use after only a few handovers.
6.6
NAS security 

Editor's Note: This subclause is meant to contain, among other things, contents corresponding to TS 33.401 [10], clause 8 "Security mechanisms for non-access stratum signalling and data via MME" and subclause 6.5 "Handling of NAS COUNTs".
6.6.1
General

This subclause describes the security mechanisms for the protection of NAS signalling and data between the UE and the AMF over the N1 reference point. This protection involves both integrity and confidentiality protection. The security parameters for NAS protection are part of the 5G security context described in subclause 6.3 of the present document.

Editor's Note: The protection of SMS payloads in NAS messages is FFS. 

6.6.2
Security for multiple NAS connections

Editor's Note: This is subclause is intended to clarify how multiple NAS connections are secured in cases where the UE is simultaneously registered to different PLMN or the same PLMN over different AN types. 

6.6.2.1
Multiple active NAS connections in different PLMNs serving networks
TS 23.501 has a scenario when the UE is registered to a VPLMN’s serving network via 3GPP access  and to another VPLMN’s or HPLMN’s serving network via non-3GPP access at the same time. When the UE is registered in one PLMN’s serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN’s serving network over another type of access (e.g. non-3GPP), then the UE has two active NAS connections with different AMF’s in different PLMNs. As described in clause 6.3.x.1, the UE shall independently maintain and use two different 5G security contexts, one per PLMN serving network. All the NAS and AS security mechanisms defined for single registration mode are applicable independently on each access using the corresponding 5G security context.

NOTE: The UE belongs to a single HPLMN.
6.6.2.2
Multiple active NAS connections in the same PLMN’s serving network
6.6.3
NAS integrity mechanisms

6.6.3.0
General
Integrity protection for NAS signalling messages shall be provided as part of the NAS protocol.

6.6.3.1
NAS input parameters to integrity algorithm

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 8.1.1, which is about NAS input parameters to integrity algorithms. 

6.6.3.2
NAS integrity activation

NAS integrity shall be activated using the NAS SMC procedure or after an inter-system handover from EPC. 

Replay protection shall be activated when integrity protection is activated, except when the NULL integrity protection algorithm is selected. Replay protection shall ensure that the receiver only accepts each incoming NAS COUNT value once using the same NAS security context. 

Once NAS integrity has been activated, NAS messages without integrity protection shall not be accepted by the UE or the AMF. Before NAS integrity has been activated, NAS messages without integrity protection shall only be accepted by the UE or the AMF in certain cases where it is not possible to apply integrity protection. 

Editor's Note: NAS messages exempt from integrity protection are FFS.

NAS integrity shall stay activated until the 5G security context is deleted in either the UE or the AMF. It shall not be possible to change from non-NULL integrity protection algorithm to NULL integrity protection.
6.6.3.3
NAS integrity failure handling

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 8.1.1, which contains some content on integrity failure handling. 

6.6.4
NAS confidentiality mechanisms

6.6.4.0
General
Confidentiality protection for NAS signalling messages shall be provided as part of the NAS protocol.

6.6.4.1
NAS input parameters to confidentiality algorithm

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 8.1.1, which is about NAS input parameters to confidentiality algorithms. 

6.6.4.2
NAS confidentiality activation

NAS confidentiality shall be activated using the NAS SMC procedure or after an inter-system handover from EPC. 

Once NAS confidentiality has been activated, NAS messages without confidentiality protection shall not be accepted by the UE or the AMF. Before NAS confidentiality has been activated, NAS messages without confidentiality protection shall only be accepted by the UE or the AMF in certain cases where it is not possible to apply confidentiality protection. 

Editor's Note: NAS messages exempt from confidentiality protection are FFS.

NAS confidentiality shall stay activated until the 5G security context is deleted in either the UE or the AMF.
6.6.5
Handling of NAS COUNTs

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 6.5, which is about handling of NAS COUNTs.

6.6.6
Protection of initial NAS message

The initial NAS message is the first NAS message that is sent after the UE transitions from the idle state. The UE shall send a limited set of IEs including those needed to establish security in the initial message when it has no NAS security context. In this case, the UE shall include the complete initial message again in the NAS Security Mode Complete message. When the UE has a security context, the UE shall send the complete initial message integrity protected with the minimum set of IEs that are required 
to establish security in cleartext and all other IEs ciphered. The AMF may request the UE to send the complete initial message in the NAS Security Mode Complete message if needed (e.g. if the AMF could not find the UE's security context). 

The protection of the initial NAS message proceeds as shown in Figure 6.6.6-1.
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Figure 6.6.6-1: Protecting the initial NAS message

Step 1: The UE shall send the Initial message to the AMF. If the UE has no NAS security context, the Initial message shall contain a subscription identifier and UE security capabilities only.

Editor's Note: There may be other IEs that are needed to establish security. If so, this should be included in the initial message that is sent without security. 

Editor's Note: It is FFS which IEs can be sent in cleartext in initial messages, e.g. NSSAIs.
Editor's Note: Alignment with SMS over NAS security subclause needs to be considered.

If the UE has a NAS security context, the initial message shall contain the complete message, where the subscription identifier and UE security capabilities are sent in cleartext but the rest of the message is ciphered. With a NAS security context, the initial message shall also be integrity protected.

Step 2: If the AMF does not have the security context or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. The AMF may also initiate an authentication procedure with the UE even if the integrity check passed.

Step 3: After a successful authentication of the UE, the AMF shall send the NAS Security Mode Command message including a request for the complete Initial NAS message, if it was not included in step 1 or the network has failed to verify the integrity of the Initial NAS message. 

Step 4:  The UE shall send the NAS Security Mode Complete message to the network. This message shall be ciphered and integrity protected and shall include the complete Initial NAS message (but may omit the IEs that were sent in the clear in step 1) if requested by the network in the NAS Security Mode Command message.

Step 5: The AMF shall send its response to the Initial NAS message. This message shall be ciphered and integrity protected.
6.7
NAS security algorithm selection, key establishment and security mode command procedure
6.7.1
Procedures for NAS algorithm selection

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 7.2.4.3, which is about NAS algorithm selection. 

6.7.1.1
Initial NAS security context establishment

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 7.2.4.3.1, which is about NAS algorithm selection at initial NAS security context establishment. 

Each AMF shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for NAS integrity algorithms, and one for NAS ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. 

To establish the NAS security context, the AMF shall choose one NAS ciphering algorithm and one NAS integrity protection algorithm. The AMF shall then initiate a NAS security mode command procedure, and include the chosen algorithm and UE 5G security capabilities (to detect modification of the UE 5G security capabilities by an attacker) in the message to the UE (see subclause 6.7.2 of the present document). The AMF shall select the NAS algorithm which have the highest priority according to the ordered lists.

6.7.1.2
AMF change

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 7.2.4.3.2, which is about NAS algorithm selection at AMF change. 

If the change of the AMF results in the change of algorithm to be used for establishing NAS security, the target AMF shall initiate a NAS security mode command procedure and include the chosen algorithm and the UE 5G security capabilities (to detect modification of the UE 5G security capabilities by an attacker) in the message to the UE (see subclause 6.7.2 of the present document). The AMF shall select the NAS algorithm which has the highest priority according to the ordered lists (see subclause 6.7.1.1 of the present document).

6.7.2
NAS security mode command procedure

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 7.2.4.4, which is about NAS security mode command procedure. 

Editor's Note: Aspects related to interworking are FFS.

Editor's Note: Whether the current text is to be rewritten in a step description manner for the Figure 6.7.2-1 is FFS.

Editor's Note: It is FFS whether the legacy HASH-based mechanism is still required for the protection of the initial Registration Request.

The NAS SMC shown in Figure 6.7.2-1 shall be used to establish NAS Security context between the UE and the AMF. This procedure consists of a roundtrip of messages between the AMF and the UE. The AMF sends the NAS Security Mode Command message to the UE and the UE replies with the NAS Security Mode Complete message. 

NOTE 1:
The NAS SMC procedure is designed such that it protects the Registration Request against a man-in-the-middle attack where the attacker modifies the IEs containing the UE security capabilities provided by the UE in the Registration Request. It works as follows: if the method completes successfully, the UE is attached to the network knowing that no bidding down attack has happened. In case a bidding down attack was attempted, the verification of the NAS SMC will fail and the UE replies with a reject message meaning that the UE will not attach to the network.
The NAS Security Mode Command message from the AMF to the UE shall contain: the replayed UE security capabilities, the selected NAS algorithm, the allowed NSSAI, and the <5G key set identifier> for identifying the KAMF. In the case of sending a NAS Security Mode Command message during a Registration procedure (i.e. after receiving the Registration Request message but before sending the Registration Response message) where the Registration Request message did not successfully pass its integrity protection verification, the AMF shall calculate a HASHAMF of the entire plain Registration Request message and include the HASHAMF in the NAS Security Mode Command message. This message shall be integrity protected (but not ciphered) with NAS integrity key based on the KAMF indicated by the <5G key set identifier> in the NAS Security Mode Command message (see Figure 6.7.2-1). NAS uplink deciphering at the AMF with this context starts after sending the NAS Security Mode Command message. 

Editor's Note: Details of the HASHAMF calculation are FFS.

Editor's Note: The name of the Key Set Identifier is FFS.

The UE shall verify the integrity of the NAS Security Mode Command message. This includes checking that the UE 5G security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on the KAMF indicated by the  <5G key set identifier>. 

In case the NAS Security Mode Command message includes a HASHAMF, the UE shall calculate HASHUE from the entire unprotected Registration Request message that it has sent and compare it against HASHAMF. 

Editor's Note: Details of the HASHUE calculation are FFS.

The UE may calculate the HASHUE after it sends the Registration Request and before it receives the NAS Security Mode Command message. Alternatively, the UE may calculate the HASHUE after successfully verifying a NAS Security Mode Command message that includes a HASHAMF.
If the verification of the integrity of the NAS Security Mode Command message is successful, the UE shall start NAS integrity protection and ciphering/deciphering with the security context indicated by the <5G key set identifier> and send the NAS Security Mode Complete message to the AMF ciphered and integrity protected. The NAS Security Mode Complete message shall include IMEISV in case AMF requested it in the NAS Security Mode Command message. In case the HASHUE and the HASHAMF are different, the UE shall include the complete Registration Request message (that the UE previously sent) in the NAS Security Mode Complete message. The UE shall include the allowed NSSAI in the NAS Security Mode Complete message.

Editor's Note: the above paragraph needs to include UE action when there is a capability mismatch.
Editor's Note: The name of the equipment identity (e.g. IMEISV) message is FFS

NOTE 2:
A failed hash comparison does not affect the security establishment as the UE has still checked the UE security capabilities the AMF sent in the NAS Security Mode Command message.

The AMF shall de-cipher and check the integrity protection on the NAS Security Mode Complete message using the key and algorithm indicated in the NAS Security Mode Command message. NAS downlink ciphering at the AMF with this security context shall start after receiving the NAS Security Mode Complete message. The AMF shall verify that the allowed NSSAI in the NAS Security Mode Complete message matches the allowed NSSAI it sent in the NAS Security Mode Command message. If the NAS Security Mode Complete message contains a Registration Request message, the AMF shall complete the on-going Registration procedure by considering the contained Attach/TAU Registration Request message as the message that triggered the procedure.

If the verification of the integrity of the NAS Security Mode Command message is not successful in the UE, it shall reply with a NAS Security Mode Reject message. The NAS Security Mode Reject message and all subsequent NAS messages shall be protected with the previous, if any, 5G NAS security context, i.e., the 5G NAS security context used prior to the failed NAS Security Mode Command message. If no 5G NAS security context existed prior to the NAS Security Mode Command message, the NAS Security Mode Reject message shall remain unprotected. 

NOTE 4:
If the uplink NAS COUNT will wrap around by sending the NAS Security Mode Reject message, the UE releases the NAS connection instead of sending the NAS Security Mode Reject message. 

Editor's Note: Details of the NAS security mode command procedure failures are FFS.
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Figure 6.7.2-1: NAS Security Mode Command procedure
6.8
Subscription identifier privacy

Editor's Note: The content of this subclause depends on the decisions on security area #7 in TR 33.899. 

6.8.1
Subscription permanent identifier 

Editor's Note: Most of the content of the present subclause is related to the SUCI. This conflicts with the title of the subclause (that refers to SUPI). 

In the 5G system, the globally unique 5G subscription permanent identifier is called SUPI as defined in 3GPP TS 23.501 [2]. The SUCI is a privacy preserving identifier containing the concealed SUPI. 

The UE shall include a SUCI only to the following 5G NAS messages:

-
If the UE is sending a Registration Request message of type "initial registration" to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include a SUCI to the Registration Request message. 

Editor's Note: It is FFS if the UE is allowed to send the SUCI in the Identifier Response message in response to an Identifier Request message from the network. 

The UE shall never generate a SUCI using "null-scheme" with the following exceptions:

-
If the UE is making an unauthenticated emergency session and it does not have a 5G-GUTI to the chosen PLMN. 

-
If the home network has provisioned "null-scheme" as public key scheme, then the UE shall generate a SUCI using "null-scheme".
- 
If the home network has not provisioned the public key needed to generate a SUCI. 


Editor's Note: Privacy provisioning is FFS. 

Editor's Note: The emergency services are FFS.
6.8.2
Subscription concealed identifier

The SUbscription Concealed Identifier, called SUCI, is a privacy preserving identifier containing the concealed SUPI. The UE shall generate a SUCI using the raw public key that was securely provisioned in control of the home network. 

The protection scheme uses the raw public key of the home network. The UE shall construct a scheme-input from the subscription identifier part of the SUPI, as specified by the protection scheme (e.g., applying some padding-scheme). The UE shall execute the protection scheme with the constructed scheme-input as input and take the output as the scheme-output.

The UE shall not conceal the home network identifier, e.g., Mobile Country Code (MCC) or Mobile Network Code (MNC).

The UE shall construct the SUCI consisting of the home network identifier, the identifier of the home network public key, and the scheme-output.

NOTE:
The scheme-output depends on the protection schemes as described in Annex C. 

Editor's Note: The freshness and randomness of the SUCI, that has been generated with other schemes than the null-scheme, are FFS. It may be that each of the schemes will take care of this issue, and no standard solution would be needed.
6.8.3
Subscription temporary identifier

A new 5G-GUTI shall be sent to a UE only after a successful activation of NAS security. The 5G-GUTI is defined in TS 23.003 [19].

Editor's Note:
The structure of 5G-GUTI is currently defined only in TS 23.501 [2]. This editor's note will be removed when 5G-GUTI is formally defined in TS 23.003 [19].

Upon receiving Registration Request message of type "initial registration" or "mobility registration update" from a UE, the AMF shall send a new 5G-GUTI to the UE in Registration Accept message.
Upon receiving Registration Request message of type "periodic registration update" from a UE, the AMF should send a new 5G-GUTI to the UE in Registration Accept message.

Upon receiving network triggered Service Request message from the UE (i.e., Service Request message sent by the UE in response to a Paging message), the AMF shall use a UE Configuration Update procedure to send a new 5G-GUTI to the UE. This UE Configuration Update procedure shall be used before the current NAS signaling connection is released, i.e., it need not be a part of the Service Request procedure because doing so delays the Service Request procedure.

NOTE 1:
It is left to implementation to re-assign 5G-GUTI more frequently than in cases mentioned above.

NOTE 2:
It is left to implementation to generate 5G-GUTI containing 5G-TMSI that uniquely identifies the UE within the AMF. It is recommended for the implementation to generate 5G-TMSI following the best practices of unpredictable identifier generation.

6.8.4
Subscription identification procedure

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 6.1.3, which is about the Identity request/response procedure between serving network and UE invoked in case the SN is unable to resolve the temporary identifier.
6.8.5
Subscription identifier de-concealing function (SIDF)

SIDF is responsible for de-concealing the SUPI from the SUCI. SIDF is using the private key part of the privacy related home network public/private key pair that is securely stored in the home operator's network. The de-concealment shall take place at the UDM. Access rights to the SIDF shall be defined, such that only a network element of the home network is allowed to request SIDF.

Editor's note: One UDM can comprise several UDM instances. How to find the right UDM instances is ffs keeping in mind that the SIDF needs to be invoked first.
7          Security procedures between 5G network functions 

7.1
Protection of interfaces between 5G Network Functions
7.1.1
General

This clause applies only to signalling interfaces, with the exception of N3 (user plane interface between the access network and the core network). 

Editor's Note: It is ffs whether to include further user plane interfaces here.

Editor's Note: Whether to include management interfaces here is FFS. 

Editor's Note: The security of the F1 interface is FFS.

7.1.2
Interfaces based on DIAMETER or GTP
7.1.2.1
General
7.1.2.2
Protection at the network layer
Editor's Note: Solutions in this subclause may apply, in particular, when there are no intermediaries modifying messages, e.g. in intra-domain situations.   

Here, the solution from EPS can be adapted to use in 5G.

The protection of IP based interfaces for 5GC and 5G-AN shall be done according to NDS/IP as specified in TS 33.210 [3]. Traffic on interfaces carrying control plane signalling shall be integrity protected according to NDS/IP. In addition to the mandatory integrity protection, traffic carrying subscriber specific sensitive data, e.g. cryptographic keys, shall be also confidentiality protected according to NDS/IP. 

NOTE:
According to TS 33.210 [3] and TS 33.310 [5], in case control plane interfaces are trusted (e.g. physically protected), there is no need to use protection.

Whenever IPsec ESP is required, then it shall be implemented according to RFC 4303 [4] as profiled by TS 33.210 [3]. For IPsec implementation, tunnel mode is mandatory to implement while transport mode is optional. 

Editor's Note: Whether IPsec support is mandatory or optional for 5G CN entities is FFS. 

Whenever IKEv2 certificates based authentication is required, then it shall be implemented according to TS 33.310 [5]. The certificates shall be implemented according to the profile described in TS 33.310 [5]. IKEv2 shall be implemented conforming to the IKEv2 profile described in TS 33.310 [5].

QoS considerations
if the sender of IPsec traffic uses DiffServ Code Points (DSCPs) to distinguish different QoS classes, either by copying DSCP from the inner IP header or directly setting the encapsulating IP header's DSCP, the resulting traffic may be reordered to the point where the receiving node's anti-replay check discards the packet. If different DSCPs are used on the encapsulating IP header, then to avoid packet discard under one IKE SA and with the same set of traffic selectors, distinct Child-SAs should be established for each of the traffic classes (using the DSCPs as classifiers) as specified in RFC 4301 [6]. 

Editor's Note: This might need to be revised depending on the progress on the QoS architecture in other working groups.

7.1.2.3
Protection at the application layer
Editor's Note: Solutions in this subclause may apply, in particular, when there may be intermediaries modifying messages, e.g. in roaming situations.   
Editor's Note: This subclause is to include solutions satisfying the requirements on e2e security in clause 5.7. It is to take into account the work performed by GSMA FASG DESS on e2e security for selected DIAMETER AVPs. It is to also take into account solutions 10.1 and 10.2 in clause 5.10.4 of TR 33.899. When the solution(s) involve a Public Key Infrastructure then details of the use of the PKI are to be provided, e.g. by reference to TS 33.310. 
7.1.2.4
Authorization aspects
Editor's Note: it is ffs whether this subclause is needed. It was implicit in NDS/IP in earlier generations, but application layer protection may entail new aspects. 
7.1.3
Service Based Interfaces 
7.1.3.1
General
Editor's Note: Service Based Interfaces use HTTP/2 which natively supports TLS 1.2. It is FFS if the use of TLS 1.3 should be mandated when using TLS and whether additional security measures (e.g Protecting JSON data using JOSE) are required.
Editor's Note: This clause is to take into account the NF registration and authentication procedure.
7.1.3.2
Protection at the network or transport layer
Editor's Note: Solutions in this subclause may apply, in particular, when there are no intermediaries modifying messages, e.g. in intra-domain situations.   
Editor's Note: Is to be considered here e.g. whether TLS would be more suitable than IPsec (NDS/IP) for service based interfaces. 
7.1.3.3
Protection at the application layer
Editor's Note: Solutions in this subclause may apply, in particular, when there may be intermediaries modifying messages, e.g. in roaming situations.   
Editor's Note: This subclause is to include solutions satisfying the requirements on e2e security in clause 5.7. It is ffs whether the work performed by GSMA FASG DESS on e2e security for selected DIAMETER AVPs can be somehow utilized here. It is to also take into account solutions 10.1 and 10.2 in clause 5.10.4 of TR 33.899. When the solution(s) involve a Public Key Infrastructure then details of the use of the PKI are to be provided, e.g. by reference to TS 33.310. 
7.1.3.4
Authorization aspects
7.1.3.4.1
General
Editor's Note: this subclause is to cover how an HTTP-based service request can be authorized. 
7.1.3.4.2
Authorization of NF service discovery
Editor’s Note: This content addresses the authorization of NF service discovery.
7.1.3.4.3
Authorization of NF service access
Editor’s Note: This content addresses the authorization of NF service access.

7.2
Security procedures on N2

Editor's Note: includes equivalent of S1-MME messages, like key transport to base station, as well as message protection, i.e. backhaul link security)

N2 is the reference point between the AMF and the 5G-AN. It is used, among other things, to carry NAS signalling traffic between the UE and the AMF over 3GPP and non-3GPP accesses.

In order to protect the N2 reference point, it is required to implement IPsec ESP and IKEv2 certificates based authentication as specified in subclause 7.1.2 of the present document. IPsec is mandatory to implement on the gNB. On the core network side, a SEG may be used to terminate the IPsec tunnel.

Editor's Note: The implementation requirement on the 5G-RAN side in general and the gNB in particular is FFS.

7.3
Security procedures on N3 

N3 is the reference point between the 5G-AN and UPF. It is used to carry user plane data from the UE to the UPF. 

In order to protect the traffic on the N3 reference point, it is required to implement IPsec ESP and IKEv2 certificates based authentication as specified in subclause 7.1.2 of the present document with confidentiality, integrity and replay protection. IPsec is mandatory to implement on the gNB. On the core network side, a SEG may be used to terminate the IPsec tunnel.

Editor's Note: The implementation requirement on the 5G-RAN side in general and the gNB in particular is FFS.

QoS related aspects are further described in subclause 7.1.3 of the present document.
7.4
Security messages over N12  

This subclause lists the security-related messages that are run over the N12 interface between the AMF and the AUSF. The N12 interface is defined in TS 23.501 [2]. 

In the present release of this specification, the AMF is co-located with the SEAF. 

The messages listed here are used in procedures that are described in clause 6 of the present document. 

NOTE:
The names of messages used here are specific to the present document and may be different in other 3GPP specifications. 

Editor's Note: Suitable names for the N12 messages listed as N12(xxx) below have to be found, in collaboration with CT4.
Messages independent of the authentication method: 

-
Authentication Initiation Request (5G-AIR): 

This message sent from the SEAF to the AUSF is described in subclause 6.1.2 of the present document. The content of this message is independent of any authentication method. 

Messages dependent on the authentication method:

-
5G Authentication Initiation Answer (5G-AIA): 

This message sent from the AUSF to the SEAF is described in subclause 6.1.3 of the present document. This message contains the first authentication message sent by the AUSF. The content of this message is hence dependent on the authentication method selected by the AUSF.

Messages relating to EAP-AKA':

-
5G-AIA containing the EAP-Request/AKA'-Challenge sent to the UE: 

This message sent from the AUSF to the SEAF is described in subclause 6.1.3.1 of the present document. It contains the EAP-Request/AKA'-Challenge sent to the UE.
-
N12(EAP-Response/AKA'-Challenge): 

This message sent from the SEAF to the AUSF is described in subclause 6.1.3.1 of the present document. It contains the EAP-Response/AKA'-Challenge sent from the UE.

-
N12(EAP-Request /AKA'-Notification): 

This conditional message sent from the AUSF to the SEAF is described in subclause 6.1.3.1 of the present document. It contains the EAP-Request /AKA'-Notification sent to the UE.

-
N12(EAP-Response/AKA'-Notification): 

This conditional message sent from the SEAF to the AUSF is described in subclause 6.1.3.1 of the present document. It contains the EAP-Response/AKA'-Notification sent from the UE.

-
N12(EAP-Success): 

This message sent from the AUSF to the SEAF is described in subclause 6.1.3.1 of the present document. It contains the EAP-Success message sent to the UE. It also contains the anchor key.

The following messages are part of EAP-AKA' (cf. RFC 4187 [21] and RFC 5448 [12]), but not shown in subclause 6.1.3.1 of the present document:

-
N12(EAP-Request/AKA'-Reauthentication)

This message is sent from the AUSF to the SEAF. It contains EAP-Request/AKA'-Reauthentication message to the UE.

-
N12(EAP-Response/AKA'-Reauthentication)

This message is sent from the SEAF to the AUSF. It contains the EAP-Response/AKA'-Reauthentication message from the UE.
-
N12(EAP-Response/AKA'-Authentication-Reject)

This message is sent from the SEAF to the AUSF. It contains the EAP-Response/AKA'-Authentication-Reject message from the UE.

-
N12(EAP-Response/AKA'-Synchronization-Failure)

This message is sent from the SEAF to the AUSF. It contains the EAP-Response/AKA'-Synchronization-Failure message from the UE.

-
N12(EAP-Response/AKA'-Client-Error)

This message is sent from the SEAF to the AUSF. It contains the EAP-Response/AKA'-Client-Error message from the UE.

-
N12(EAP-Failure)

This message is sent from the AUSF to the SEAF. It contains the EAP-Failure message to the UE.

Editor's Note: It is to be finally decided by CT1 whether the method-specific identity exchange messages EAP-Request/AKA'-Identity and EAP-Response/AKA'-Identity are needed in 5G. 

Messages relating to 5G AKA:

-
5G-AIA containing the 5G AKA authentication vector(s), as described in subclause 6.1.3.2 of the present document.

-
5G Authentication Confirmation (5G-AC) message: 

This message sent from the SEAF to the AUSF is described in subclause 6.1.3.2 of the present document.
-
5G Authentication Synchronization message:
This message is sent from the SEAF to the AUSF. It is not shown in subclause 6.1.3.2 of the present document . It corresponds to the authentication data request with a "synchronisation failure indication" as specified in 3GPP TS 33.102 [9], subclause 6.3.5.

7.5
Security messages over N13 
This subclause lists the security-related messages that are run over the N13 interface between the AUSF and the ARPF inside the UDM. The N13 interface is defined in TS 23.501 [2]. 

The messages listed here are used in procedures that are described in clause 6 of the present document. 

Editor's Note: The following message names should be more distinctive from each other: Authentication Initiation Request (AIR), Authentication Information Request (AIR) and Authentication Information Response (AIR).  
NOTE:
The names of messages used here are specific to the present document and may be different in other 3GPP specifications. 

List of messages: 

-
Authentication Information Request (Auth Info-Req): 

This message sent from the AUSF to the UDM/ARPF is described in subclause 6.1.2 of the present document. 

For the case of a synchronization failure, AV-ReqAuth Info-Req additionally contains the parameters RAND and AUTS, as specified in 3GPP TS 33.102 [9], subclause 6.3.5. The AUSF determines that there is a case of synchronization failure when receiving one of the messages EAP-Response/AKA'-Synchronization-Failure or 5G Authentication Synchronization message described in subclause 7.4 of the present document. 

-
Authentication Information Response (Auth Info-Resp):

This message sent from the UDM/ARPF to the AUSF is described in subclause 6.1.3 of the present document. For EAP-AKA', the description of the content of Auth Info-Resp can be found in subclause 6.1.3.1. For 5G AKA, the description of the content of Auth Info-Resp can be found in subclause 6.1.3.2.

-
Authentication Result Indication:
This message from AUSF to UDM is described in clause 6.1.4 of the present specification. The AUSF may use this message to convey information about the successful or unsuccessful authentication of a subscriber, depending on operator policy.

7.6
Security procedures on N14
7.7
Security procedures on Xn

Xn is the interface connecting 5G-RAN nodes. It is used to carry signalling and user plane data.

In order to protect the traffic on the Xn reference point, it is required to implement IPsec ESP and IKEv2 certificates based authentication as specified in subclause 7.1.2 of the present document with confidentiality, integrity and replay protection. 

QoS related aspects are further described in subclause 7.1.3 of the present document.
8           Security procedures between UE and 5G radio access network functions
Editor's Note: The content of this subclause should cover network options 2, 4, 5 and 7. The content in this subclause should cover both eNB and gNB.

Editor's Note: The content of subclauses with titles related to mechanisms between the UE and the CN is intended to capture the implications or the impact (if any) on the AS security mechanisms.
Editor’s Note: It is FFS to add or update relevant clauses according to the following agreements on user plane security aspects (ref. SA3#89 S3-173511).

(#2) It is FFS how non-activation of integrity protection (i.e., no MAC-I in PDCP layer) is handled. Current proposals are (a) using LTE mechanism, ie using RRC reconfiguration as used for Relay Nodes (which supported UP integrity) and (b) using RRC reconfiguration, but different signaling (such as indication of algorithm)

(#4) It is agreed to have a single UP confidentiality algorithm.

(#5) It is agreed to have a single UP integrity protection algorithm (excluding discussion about no MAC-I) in phase 1, but not precluding per PDU in phase 2. 

(#6) For single connectivity, it is agreed to use AS SMC for negotiating UP confidentiality algorithm, similar to LTE, meaning that all PDU sessions will be protected using the same UP integrity protection algorithm. Dual connectivity case is FFS and will be based on RAN2 progress.

(#7) For single connectivity, it is agreed to use AS SMC for negotiating UP integrity protection algorithm. Dual connectivity case is FFS and will be based on RAN2 progress.

 (#8) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP integrity protection activation, meaning that UP integrity is activated per DRB. This allows UP integrity to be activated for one DRB while not activated for another DRB. (requirements for UP integrity need to adapted).

(#9) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP confidentiality activation, meaning that UP confidentiality is activated per DRB. This allows UP confidentiality to be activated for one DRB while not activated for another DRB. (requirements for UP confidentiality need to adapted).

(#10) It is agreed that same algorithms are used for RRC security and user plane security in phase 1. This does not preclude different algorithms in later phases.

(#11) It is FFS where UP security policy resides. Feedback from other working groups like SA2/RAN3 are needed. Current proposals are (a) SMF communicate UP security policy during PDU session setup which assumes dynamic (utilizing PCF) and static configuration mechanism, statically configured in gNB.

(#12) It is FFs how UP security policy is communicated to gNB. Feedback from other working groups like SA2/RAN3 are needed. Current proposals are (a) SMF communicate UP security policy during PDU session setup, (b) if per-PDU session granularity CN shall indicate to RAN the identity of the PDU session, thus, it needs to communicate which flow belongs to which PDU session which is important as in 5G RAN does not have the concept of PDU session. 

(#13) It is FFS how conflict between RAN and CN is handled. Current proposals are (a) CN takes final decision, and (b) RAN overrules without consulting CN.
8.1
Security negotiations

8.1.1
Handling of user-related keys in 5G-RAN

8.1.1.1
5G-RAN key setting

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.1, which is about 5G RAN key setting during AKA. 

8.1.1.2
5G-RAN key identification

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.2, which is about 5G-RAN key identification. It is FFS whether the text in this subclause should be limited to key set identification parameters sent over interfaces, e.g. eKSI over NAS for identifying a NAS security context or NCC over RRC for identifying an NH key. 

8.1.1.3
5G-RAN key lifetimes

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.3, which is about 5G-RAN key lifetimes. 

8.1.2
AS security mode command procedure and algorithm negotiation

8.1.2.1
Procedures for AS algorithm selection

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.4.2, which is about AS algorithm negotiation procedure. 

8.1.2.1.1

Xn-handover 

At handover from a source gNB over Xn to a target gNB, the source gNB shall include the UE's 5G security capabilities and ciphering and integrity algorithms used in the source cell in the handover request message. The target gNB shall select the algorithm with highest priority from the received 5G security capabilities of the UE according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the Handover Command message if the target gNB selects different algorithms compared to the source gNB. If the UE does not receive any selection of integrity and ciphering algorithms, it continues to use the same algorithms as before the handover (see TS 38.331 [22]). In the Path-Switch message, the target gNB shall send the UE's 5G security capabilities received from the source gNB to the AMF. The AMF shall verify that the UE's 5G security capabilities received from the target gNB are the same as the UE's 5G security capabilities that the AMF has locally stored. If there is a mismatch, the AMF shall send its locally stored 5G security capabilities of the UE to the target gNB in the Path-Switch Acknowledge message. Additionally, the AMF may log the event and may take additional measures, such as raising an alarm.

If the target gNB receives UE's 5G security capabilities from the AMF in the Path-Switch Acknowledge message, the target gNB shall update the AS security context of the UE with these 5G security capabilities of the UE. The target gNB shall select the algorithm with highest priority from these 5G security capabilities according to the locally configured prioritized list of algorithms (this applies for both integrity and ciphering algorithms). The target gNB shall immediately initiate RRC Connection Reconfiguration procedure indicating the selected algorithms to the UE.

Editor's Note: This RRC Connection Reconfiguration needs to be confirmed with the RAN groups.

Editor's Note: The mechanism needs to be verified.

NOTE:
Transferring the ciphering and integrity algorithms used in the source cell to the target gNB in the handover request message is for the target gNB to decipher and verify the integrity of the RRC Reestablishment Complete message on SRB1 in the potential RRC Connection Re-establishment procedure. The information is also used by the target gNB to decide if it is necessary to include a new selection of security algorithms in the Handover Command message.

8.1.2.1.2
N2-handover

At handover from a source gNB to a target gNB over N2 (possibly including an AMF change and hence a transfer of the UE's 5G security capabilities from the source AMF to the target AMF), the target AMF shall send the UE's 5G security capabilities to the target in the N2 HANDOVER REQUEST message. The target gNB shall select the algorithm with highest priority from the UE's 5G security capabilities according to the locally configured prioritized list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the Handover Command message if the target gNB selects different algorithms compared to the source gNB. If the UE does not receive any selection of integrity and ciphering algorithms, it continues to use the same algorithms as before the handover (see TS 38.331 [22]). 

Editor's Note: The message names for the signalling messages sent on N2 interface needs to be aligned with RAN3 specifications when available.

8.1.2.1.3
Intra-gNB-CU handover

It is not required to change the AS security algorithms during intra-gNB-CU handover. If the UE does not receive an indication of new AS security algorithms during an intra-gNB-CU handover, the UE shall continue to use the same algorithms as before the handover (see TS 38.331 [22]).

8.1.2.2
AS security mode command procedure

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.4.5, which is about AS security mode command procedure.
8.2
Security handling in state transitions
8.2.1
Key handling at connection and registration state transitions 

8.2.1.1
Key handling at transitions between RM-DEREGISTERED and RM-REGISTERED states 

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.5, which is about key handling at state transitions to and away from RM-DEREGISTERED.

8.2.1.1.1
Transition from RM-REGISTERED to RM-DEREGISTERED

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.5.1, which is about Transition to EMM-DEREGISTERED.

8.2.1.1.2
Transition from RM-DEREGISTERED to RM-REGISTERED

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.5.2, which is about Transition away from EMM-DEREGISTERED.

8.2.1.2
Key handling at transitions between CM-IDLE and CM-CONNECTED states

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.6, which is about key handling at state transition from CM-IDLE to CM-CONNECTED and state transition from CM-CONNECTED to CM-IDLE.

8.2.1.2.1
Transition from CM-IDLE to CM-CONNECTED

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.6.1, which is about key handling at state transition from CM-IDLE to CM-CONNECTED. 

8.2.1.2.2
Establishment of keys for cryptographically protected radio bearers

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.6.2, which is about keys for cryptographically protected radio bearers.

8.2.1.2.3
Transition from CM-CONNECTED to CM-IDLE

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.6.3, which is about key handling at state transition from CM-CONNECTED to CM-IDLE.

8.2.1.3
Key handling for the Registration procedure when registered in 5G-RAN

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.7, which is about key handling for the Registration procedure when registered in 5G-RAN.

8.2.2
Key handling at RRC state transitions

8.2.2.1 
Key handling at transitions between RRC-INACTIVE and RRC-CONNECTED states

Editor's Note: The content of this subclause is about key handling in state transitions from RRC-INACTIVE to RRC-CONNECTED and from RRC-CONNECTED to RRC-INACTIVE.

8.2.2.2
Key handling during mobility in RRC-INACTIVE state

Editor's Note: The content of this subclause is about key handling during mobility in RRC-INACTIVE state.
8.3
Security handling in mobility

8.3.1
Key handling in handover

8.3.1.1
General

8.3.1.1.1
Access stratum

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.1.1, which is about key handling in access stratum in handover. 

The general principle of key handling for KgNB*/NH at handovers is depicted in Figure 8.3.1.1.1-1.


[image: image11.emf]K

AMF

NH

NH

K

gNB

*

(K

gNB

)

Initial

NCC = 1

NCC = 2

NCC = 0

K

gNB

K

gNB

K

gNB

K

eNB

* K

eNB

*

K

gNB

K

gNB

K

gNB

K

gNB

* K

gNB

*

NH

K

gNB

*

NCC = 3

K

gNB

K

gNB

K

gNB

K

gNB

* K

gNB

*


Figure 8.3.1.1.1-1 Model for the handover key chaining
The following is an outline of the key handling model to clarify the intended structure of the key derivations. The detailed specification is provided in subclauses 8.3.1.2 and 8.3.1.3.

Whenever an initial AS security context needs to be established between UE and gNB, AMF and the UE shall derive a KgNB and a Next Hop parameter (NH). The KgNB and the NH are derived from the KAMF. A NH Chaining Counter (NCC) is associated with each KgNB and NH parameter. Every KgNB is associated with the NCC corresponding to the NH value from which it was derived. At initial setup, the KgNB is derived directly from KAMF, and is then considered to be associated with a virtual NH parameter with NCC value equal to zero. At initial setup, the derived NH value is associated with the NCC value one.

NOTE 1:
At the UE, the NH derivation associated with NCC=1 could be delayed until the first handover performing vertical key derivation.
Whether the AMF sends the KgNB key or the {NH, NCC} pair to the serving gNB is described in detail in subclauses 8.3.1.2 and 8.3.1.3. The AMF shall not send the NH value to gNB at the initial connection setup. The gNB shall initialize the NCC value to zero after receiving S1-AP Initial Context Setup Request message.

NOTE 2:
Since the AMF does not send the NH value to gNB at the initial connection setup, the NH value associated with the NCC value one can not be used in the next Xn handover or the next intra-gNB handover, for the next Xn handover or the next intra-gNB handover the horizontal key derivation (see Figure 8.3.1.1.1-1) will apply.
NOTE 3:
One of the rules specified for the AMF in subclause 8.3.1.1.3 of this specification states that the AMF always computes a fresh {NH, NCC} pair that is given to the target gNB. An implication of this is that the first {NH, NCC} pair will never be used to derive a KgNB. It only serves as an initial value for the NH chain. 
The UE and the gNB use the KgNB to secure the communication between each other. On handovers, the basis for the KgNB that will be used between the UE and the target gNB, called KgNB*, is derived from either the currently active KgNB or from the NH parameter. If KgNB* is derived from the currently active KgNB this is referred to as a horizontal key derivation (see Figure 8.3.1.1.1-1) and if the KgNB* is derived from the NH parameter the derivation is referred to as a vertical key derivation (see Figure 8.3.1.1.1-1). 

As NH parameters are only computable by the UE and the AMF, it is arranged so that NH parameters are provided to gNBs from the AMF in such a way that forward security can be achieved.
Editor's Note: Key chaining model is FFS.

On handovers with vertical key derivation the NH is further bound to the target PCI and its frequency ARFCN-DL before it is taken into use as the KgNB in the target gNB. On handovers with horizontal key derivation the currently active KgNB is further bound to the target PCI and its frequency ARFCN-DL before it is taken into use as the KgNB in the target gNB.
8.3.1.1.2
Non access stratum

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.1.2, which is about NAS aspects that needs to be considered in handover.

Editor’s Note: This clause needs to be moved under Clause 6.5.
Editor’s Note: Assignemnt of ngKSI is FFS.
NAS aspects that need to be considered are possible KAMF change and possible NAS algorithm change at AMF change that could occur at a handover. At a gNB handover with AMF relocation, there is the possibility that the source AMF and the target AMF do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target AMF re-derives the NAS keys from the existing KAMF (if unchanged) and derives the NAS keys from the new KAMF (if changed) using the NAS algorithm identities and NAS algorithm types as input to the NAS key derivation functions (see clause <Annex>) and sends NAS SMC. When the KAMF has not changed, all inputs, in particular the KAMF, will be the same in the re-derivation except for the NAS algorithm identity. When the KAMF has changed, new NAS keys are derived irrespective of change in NAS algorithms.

In case the target AMF decides to use NAS algorithms different from the ones used by the source AMF, a NAS SMC including ngKSI (new or current value depending on whether primary authentication was run or not) shall be sent from the AMF to the UE.

This NAS Key and algorithm handling also applies to other AMF changes e.g. Registration procedure with AMF changes.

NOTE:
It is per operator's policy how to configure selection of handover types. Depending on an operator's security requirements, the operator can decide whether to have Xn or N2 handovers for a particular gNB according to the security characteristics of a particular gNB.
8.3.1.2
Key derivations for context modification procedure 

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.3, which is about key derivations for context modification procedure.

Editor’s Note: It is FFS if this Clause should be merged with Clause 8.3.1.4.2.
As outlined in subclause 8.3.1.1, whenever a fresh KgNB is calculated from the KAMF (as described in Annex <TBD>), the AMF shall transfer the KgNB to the serving gNB in a message modifying the security context in the gNB. The AMF and the UE shall compute the fresh KgNB as described in Annex <TBD> according to the rules in Clause 8.3.1.4.2. An NCC value 0 is associated with the fresh KgNB. From the fresh KgNB, the gNB and the UE shall compute the KgNB* and then use the computed KgNB* as the KgNB as described in Clause 8.3.1.4.2.
8.3.1.3

Key derivations during handover

Editor's Note: This subclause is meant to contain contents corresponding to TS 33.401 [10], subclause 7.2.8.4, which is about key derivations during handover.

8.3.1.3.1
Intra-gNB-CU handover

At an intra-gNB-CU handover, the gNB shall indicate to the UE whether to change or retain the current KgNB in the HO Command message. 

If the current KgNB is to be changed,  the gNB and the UE shall derive a KgNB* as in Annex <TBD> using target PCI, its frequency ARFCN-DL, and either NH or the current KgNB depending on the following criteria: the gNB shall use the NH for deriving KgNB* if an unused {NH, NCC} pair is available in the gNB (this is referred to as a vertical key derivation), otherwise if no unused {NH, NCC} pair is available in the gNB, the gNB shall derive KgNB* from the current KgNB (this is referred to as a horizontal key derivation). The gNB shall send the NCC used for the KgNB* derivation to UE in HO Command message. The gNB and the UE shall use the KgNB* as the KgNB, after handover.

If the current KgNB is to be retained, the gNB and the UE shall continue using the current KgNB, after handover.
8.3.1.3.2
Xn-handover

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.4.2, which is about Xn-handover.

Editor’s Note: LS will be sent to RAN3 (To) and RAN2 (Cc) asking to check the content in this clause 8.3.1.3.2 from RAN3's perspective. The content may change if needed, depending upon reply LS.
As in intra-gNB handovers, for Xn handovers the source gNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair. The source gNB shall first compute KgNB* from target PCI, its frequency ARFCN-DL, and either from currently active KgNB in case of horizontal key derivation or from the NH in case of vertical key derivation as described in Annex <TBD>.
Next, the source gNB shall forward the {KgNB*, NCC} pair to the target gNB. The target gNB shall use the received KgNB* directly as KgNB to be used with the UE. The target gNB shall associate the NCC value received from source gNB with the KgNB. The target gNB shall include the received NCC into the prepared HO Command message, which is sent back to the source gNB in a transparent container and forwarded to the UE by source gNB. 

When the target gNB has completed the handover signaling with the UE, it shall send a NGAP PATH SWITCH REQUEST message to the AMF. Upon reception of the NGAP PATH SWITCH REQUEST, the AMF shall increase its locally kept NCC value by one and compute a new fresh NH from its stored data using the function defined in Annex <TBD>. The AMF shall use the KAMF from the currently active 5G NAS security context for the computation of the new fresh NH. The AMF shall then send the newly computed {NH, NCC} pair to the target gNB in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The target gNB shall store the received {NH, NCC} pair for further handovers and remove other existing unused stored {NH, NCC} pairs if any. 

If the AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the sent NGAP PATH SWITCH REQUEST ACKNOWLEDGE message shall in addition contain a NSCI (New Security Context Indicator). The AMF shall in this case derive a new initial KgNB from the new KAMF and the uplink NAS COUNT in the most recent NAS Security Mode Complete message as specified in Annex <TBD>. The AMF shall associate the derived new initial KgNB with a new NCC value equal to zero. Then, the AMF shall use {the derived new initial KgNB, the new NCC value initialized to zero} pair as the newly computed {NH, NCC} pair to be sent in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The gNB shall in this case set the value of keyChangeIndicator field to true in further handovers. The gNB should in this case perform an intra-gNB handover immediately and send appropriate response to the AMF. 

NOTE:
Because the NGAP PATH SWITCH REQUEST message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure. Thus, for Xn-handovers key separation happens only after two hops because the source gNB knows the target gNB keys. The target gNB can immediately initiate an intra-gNB handover to take the new NH into use once the new NH has arrived in the PATH SWITCH REQUEST ACKNOWLEDGE message.
8.3.1.3.3
N2-Handover

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.4.3, which is about N2-handover.

Upon reception of the HANDOVER REQUIRED message, the source AMF shall increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex <TBD>. The source AMF shall use the KAMF from the currently active 5GS NAS security context for the computation of the fresh NH. The source AMF shall send the fresh {NH, NCC} pair to the target AMF in the N14 FORWARD RELOCATION REQUEST message. The N14 FORWARD RELOCATION REQUEST message shall in addition contain the KAMF that was used to compute the fresh {NH, NCC} pair and its corresponding ngKSI. 

If the source AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the N14 FORWARD RELOCATION REQUEST message shall in addition contain a NSCI (New Security Context Indicator) meaning that the sent KAMF is a new one. The source AMF shall in this case derive a new initial KgNB from the new KAMF and the uplink NAS COUNT in the most recent NAS Security Mode Complete message as specified in Annex <TBD>. The source AMF shall associate the derived new initial KgNB with a new NCC value equal to zero. Then, the source AMF shall use {the derived new initial KgNB, the new NCC value initialized to zero} pair as the fresh {NH, NCC} pair to be sent in the N14 FORWARD RELOCATION REQUEST message.

NOTE 1:
Unlike the S10 FORWARD RELOCATION REQUEST message in EPS, the N14 FORWARD RELOCATION REQUEST message in 5G does not contain data and meta-data related to old 5G security context.
The target AMF shall store locally the {NH, NCC} pair received from the source AMF. The target AMF shall then send the received {NH, NCC} pair and NSCI, if such was also received, to the target gNB within the NGAP HANDOVER REQUEST message. The received NSCI indicates to the target AMF that the received NH is to be treated as initial KgNB.

Upon receipt of the NGAP HANDOVER REQUEST message from the target AMF, the target gNB shall compute the KgNB to be used with the UE by performing the key derivation defined in Annex <TBD> with the fresh {NH, NCC} pair in the NGAP HANDOVER REQUEST and the target PCI and its frequency ARFCN-DL. The target gNB shall associate the NCC value received from AMF with the KgNB. The target gNB shall include the NCC value from the received {NH, NCC} pair into the HO Command message to the UE and remove any existing unused stored {NH, NCC} pairs. If the target gNB had received the NSCI, it shall set the keyChangeIndicator field in the HO Command message to true.

NOTE 2:
The source AMF may be the same as the target AMF in the description in this subclause. If so the single AMF performs the roles of both the source and target AMF, i.e. the AMF calculates and stores the fresh {NH, NCC} pair and NSCI if required and sends this to the target gNB. In this case, actions related to N14 messages are handled internally in the single AMF.
For N2-handover, the source gNB shall include AS algorithms used in the source cell (ciphering and integrity algorithms) in the source to target transparent container that shall be sent to the target gNB. The AS algorithms used by in the source cell are provided to the target gNB so that it can decipher and integrity verify the RRCConnectionReestablishmentComplete message on SRB1 in the potential RRC Connection Re-establishment procedure.
8.3.1.3.4
UE handling

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.4.4, which is about UE handling in handover.

The UE behaviour is the same regardless if the handover is intra-gNB, Xn, or N2.

If the NCC value the UE received in the HO Command message from target eNB via source gNB is equal to the NCC value associated with the currently active KgNB, the UE shall derive the KgNB* from the currently active KgNB and the target PCI and its frequency ARFCN-DL using the function defined in Annex <TBD>. 

If the UE received an NCC value that was different from the NCC associated with the currently active KgNB, the UE shall first synchronize the locally kept NH parameter by computing the function defined in Annex <TBD> iteratively (and increasing the NCC value until it matches the NCC value received from the source gNB via the HO command message. When the NCC values match, the UE shall compute the KgNB* from the synchronized NH parameter and the target PCI and its frequency ARFCN-DL using the function defined in Annex <TBD>.

The UE shall use the KgNB* as the KgNB when communicating with the target gNB.

NOTE:
Clause 8.3.1.4.2 describes the UE handling related to key derivation when keyChangeIndicator in the HO command is true.
8.3.1.4
Key-change-on-the-fly

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.9, which is about key-change-on-the-fly.

8.3.1.4.1
General

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.9.1, which is about general information related to key-change-on-the-fly.

Key change on-the-fly consists of key refresh or key re-keying.

Key refresh shall be possible for KgNB, KRRC-enc, KRRC-int, KUP-enc, and KUP-int and shall be initiated by the gNB when a PDCP COUNTs are about to be re-used with the same Radio Bearer identity and with the same KgNB. The procedure is described in Clause 8.3.1.4.3.

Key re-keying shall be possible for the KgNB, KRRC-enc, KRRC-int, KUP-enc, and KUP-int. This re-keying shall be initiated by the AMF when a 5G AS security context different from the currently active one shall be activated. The procedures for doing this are described in Clause 8.3.1.4.2.

AS Key change on-the-fly is accomplished using a procedure based on intra-cell handover. The following AS key changes on-the-fly shall be possible: local KgNB refresh (performed when PDCP COUNTs are about to wrap around), KgNB re-keying performed after an AKA run, activation of a native context after handover from E-UTRAN.

Editor's note: Following NAS key related text are adapted from TS 33.401 and kept here for completeness and to not miss them out. It is FFS whether they need updating according to the agreements in SA3 and whether to move them to Clause 6.5.
Key re-keying shall be possible for KNAS-enc and KNAS-int. Re-keying of KNAS-enc and KNAS-int shall be initiated by the AMF when a 5G NAS security context different from the currently active one shall be activated. The procedures for doing this are described in Clause 7.2.9.4. 

Re-keying of the entire 5G key hierarchy including KAMF shall be achieved by first re-keying KAMF, then KNAS-enc and KNAS-int, followed by re-keying of the KgNB and derived keys. For NAS key change on-the-fly, activation of NAS keys is accomplished by a NAS SMC procedure.
8.3.1.4.2
AS key re-keying

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.9.2, which is about KeNB re-keying.

Editor's Note: Necessary changes in this Clause 8.3.1.4.2 will be done to reflect the Clause 8.3.1.
Editor's Note: It is FFS whether the types and states of security contexts are named differently than in LTE.
The KgNB re-keying procedure is initiated by the AMF. It may be used under the following conditions: 

-
after a successful AKA run with the UE as part of  activating a partial native 5G security context; or
-
as part of re-activating a non-current full native 5G security context after handover from E-UTRAN according to Clauses <TBD>; or
-
to create a new KgNB from the current KAMF.
NOTE 1: To perform a key change on-the-fly of the entire key hierarchy, the AMF has to change the 5G NAS security context before changing the 5G AS security context. 
In order to be able to re-key the KgNB, the AMF requires a fresh uplink NAS COUNT from a successful NAS SMC procedure with the UE.  In the case of creating a new KgNB from the current KAMF a NAS SMC procedure shall be run first to provide this fresh uplink NAS COUNT. This NAS SMC procedure does not have to change other parameters in the current EPS NAS security context. The AMF derives the new KgNB using the key derivation function as specified in Annex <TBD> using the KAMF and the uplink NAS COUNT used in the most recent NAS Security Mode Complete message. The derived new KgNB is sent to the gNB in an NGAP UE CONTEXT MODIFICATION REQUEST message triggering the gNB to perform the AS key re-keying. The gNB runs the key change on-the-fly procedure with the UE. During this procedure the gNB shall indicate to the UE that a key change on-the-fly is taking place. The procedure used is based on an intra-cell handover, and hence the same KgNB derivation steps shall be taken as in a normal handover procedure. 

When the UE receives an indication that the procedure is a key change on-the-fly procedure, the UE shall derive a temporary KgNB by applying the key derivation function as specified in Annex <TBD> using the KAMF from the current 5G NAS security context and the uplink NAS COUNT in the most recent NAS Security Mode Complete message.

From this temporary KgNB the UE shall derive the KgNB* as normal (see Annex <TBD>). The gNB shall take the KgNB it received from the AMF, which is equal to the temporary KgNB, as basis for its KgNB* derivations. From this step onwards, the key derivations continue as in a normal handover.

If the AS level re-keying fails, then the AMF shall complete another NAS security mode procedure before initiating a new AS level re-keying. This ensures that a fresh KgNB is used.

The NH parameter shall be handled according to the following rules: 

-
The UE, AMF, and gNB shall delete any old NH upon completion of the context modification.
-
The UE and AMF shall use the KAMF from the currently active 5G NAS security context for the computation of the fresh NH. The computation of NH parameter value sent in the N14 FORWARD RELOCATION REQUEST, NGAP HANDOVER REQUEST, and NGAP PATH SWITCH REQUEST ACKNOWLEDGE messages shall be done according to Clauses 8.3.1.3.2 and 8.3.1.3.3.
8.3.1.4.3
AS key refresh

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.9.3, which is about KeNB refresh.

This procedure is based on an intra-cell handover. The KgNB chaining that is performed during a handover ensures that the KgNB is re-freshed with respect to the RRC and UP COUNT after the procedure.
8.3.1.4.4
NAS key re-keying 

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.9.4, which is about NAS key re-keying.

8.4
UP security mechanisms

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.3, which is about UP security mechanisms.

8.4.1
UP confidentiality mechanisms

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.3.1, which is about UP confidentiality mechanisms.

The PDCP protocol, as specified in TS 38.323 [23] between the UE and the 5G-RAN, shall be responsible for user plane data confidentiality protection.
The use and mode of operation of the 128-bit 5G-EA algorithms are specified in Annex B.

The input parameters to the confidentiality algorithms as described in Annex B are the message packet, an 128-bit cipher key KUPenc as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
Editor's Note: The input parameters for confidentiality algorithm are FFS.

8.4.2
UP integrity mechanisms

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.3.2, which is about UP integrity mechanisms.

The PDCP protocol, as specified in TS 38.323 [23] between the UE and the 5G-RAN, shall be responsible for user plane data integrity protection.
The use and mode of operation of the 128-bit 5G-IA algorithms are specified in Annex B.

The input parameters to the 128-bit 5G-IA algorithms as described in Annex B are, the message packet, a 128-bit integrity key KUPint as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, and a bearer specific, and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

If the gNB or the UE receives a PDCP PDU which fails integrity check with faulty or missing MAC-I after the start of integrity protection, the PDU shall be discarded.

8.5
RRC security mechanisms

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.4, which is about RRC security mechanisms.

8.5.1
RRC integrity mechanisms

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.4.1, which is about RRC integrity mechanisms.

8.5.2
RRC confidentiality mechanisms

Editor's Note: This subclause is meant to contain contents corresponding to TS 33.401 [10], subclause 7.4.2, which is about RRC confidentiality mechanisms.
8.6
Security handling in radio link failure
8.7
Dual connectivity 

Editor's Note: more subheadings from TS 33.401 [10] clause 7 or TR 33.899 sec area#4?
Editor's Note: This subclause is meant to contain contents on security for all the dual connectivity options, i.e. options 4 and 7 as described in TS 38.801.
9           Security of interworking

Editor's Note: This clause covers security of Interworking with LTE systems.
9.1
General

As described in TS 23.501 [2], in order to interwork with EPC, the UE can operate in Single Registration or Dual Registration mode. 

When operating in Dual Registration mode, the UE shall independently maintain and use two different security contexts, an EPS security context to interact with the 4G System and a 5G security context to interact with the 5G System. Therefore, during inter-system mobility, when the target system is EPS, the UE shall take into use the EPS security context and hence all the security mechanisms described in TS 33.401 [10] are applicable. In the other direction, i.e. when the target system is the 5GC, the UE shall take into use the 5G security context and hence all the security mechanisms described in this specification are applicable.

When operating in Single Registration mode, there are two cases depending on the support of the N26 interface between the AMF and the MME. In both cases the security mechanisms described in all the subsequent subclauses are applicable.
10           Security aspects of IMS emergency session handling

10.1
General
10.2
Security procedures and their applicability
10.2.1
Authenticated IMS Emergency Sessions
10.2.1.1
General
Authenticated emergency services are provided to UEs in the following scenarios:

a)
A UE in RM-DEREGISTERED state requests IMS Emergency services 
In this scenario, the UE has a valid subscription and is authenticated when it registers with the network. 
b)
A UE in RM-REGISTERED state initiates a PDU Session request to setup an IMS Emergency Session
In this scenario, the UE is already registered with the network and share a security context with the AMF. The UE initiates a session management message to setup a new bearer for emergency services. The request for emergency services is sent protected by the current security context. The AMF may decide to re-authenticate the UE.
10.2.1.2
UE in RM-DEREGISTERED state requests a PDU Session for IMS Emergency services
The UE shall first initiate a normal initial registration procedure to register with the 5G network. Upon successful normal registration, the UE initiates the UE requested PDU session establishment procedure to establish a PDU Session to receive emergency services as specified in TS 23.502 [8]

At the time of registration, the security mode control procedure shall be applied to authenticate the UE and setup NAS and AS security. Thus, integrity protection (and optionally ciphering) shall be applied to the emergency bearers as for normal bearers. 

If authentication fails for any reason, it shall be treated the same way as any registration. Once the IMS Emergency Session is in progress with NAS and AS integrity protection (and optionally ciphering) applied, failure of integrity checking or ciphering (for both NAS and AS) is an unusual circumstance and shall be treated as in the case of a normal bearer.
10.2.1.3
UE in RM-REGISTERED state requests a PDU Session for IMS Emergency services
The UE initiates the UE requested PDU session establishment procedure to receive emergency services as specified in clause 5.16.4 in TS 23.501[2]. Since the UE already has a current 5G security context when it attempts to set up an IMS Emergency Session, the UE shall use this 5G security context to protect NAS, RRC and UP traffic. If the AMF successfully validates the PDU Session request for emergency bearer services using the current 5G security context, the AMF may accept this request and setup a PDU session.

If the AMF attempts to re-authenticate the UE after receiving a correctly integrity protected request for emergency bearer services based on the current NAS security context and the authentication failed and if the serving network policy does not allow unauthenticated IMS Emergency Sessions, the UE and AMF shall proceed as for the initial registration error scenario as described in clause 6.1.3.

If the AMF attempts to re-authenticate the UE after receiving a correctly integrity protected request for emergency bearer services based on the current NAS security context and the authentication failed and the serving network policy allows unauthenticated IMS Emergency Sessions, then the set up of the emergency bearers shall proceed in one of the two ways:

a)
The set-up proceeds according to clause 10.2.2. In this case, there is no need for the UE to re-attach, and the AMF requests the use of the NULL ciphering and integrity algorithms in the same way as described in clause 10.2.2.2 for the case of Emergency registration by UEs in limited service state.
NOTE 1:
If the authentication failure is detected in the AMF then the UE is not aware of the failure in the AMF, but still needs to be prepared, according to the conditions specified in TS 24.301, to accept a NAS SMC from the AMF requesting the use of the NULL ciphering and integrity algorithms.
NOTE 2:
Regardless of if the authentication failed in the UE or in the AMF, the AMF can assume that the UE will accept that NULL integrity and ciphering algorithms are selected in the security mode control procedure
b)
The UE and the AMF continues using the current security context as described below for the case when primary authentication is executed while setting up a PDU session for emergency services.
If primary authentication procedure is executed while setting up a PDU Session for emergency bearer services, the AMF and UE shall behave as follows:

UE behavior: 

-
Upon successful authentication verification in the UE, the UE shall continue using the current security context.
-
Alternatively, upon authentication verification failure in the UE, the UE shall send a failure message to the AMF and shall continue using the current security context. If the UE receives a NAS security mode command selecting NULL integrity and ciphering algorithms, the UE shall accept this as long as the IMS Emergency session progresses.
AMF behavior:

-
If the serving network policy allows unauthenticated IMS Emergency Sessions, the AMF, after the unsuccessful authentication verification of the UE, should not send a reject an Authentication Reject message and continue using the current security context with the UE.
-
After receiving both, the EC Indication and the failure message from the UE, the AMF shall continue using the current security context with the UE for establishing an emergency bearer.
Editor’s Note: Error messages depend on the primary authentication method used. It is ffs which messages are used by the UE and the AMF in the error scenarios described above.
10.2.2
Unauthenticated IMS Emergency Sessions
10.2.2.1
General
There are many scenarios when an unauthenticated Emergency Session may be established without the network having to authenticate the UE or apply ciphering or integrity protection for either AS or NAS. For example:

a)
UEs that are in Limited service state UEs, as specified in clause 3.5 in TS 23.122
b)
UEs that have valid subscription but SN cannot complete authentication because of network failure or other reasons
TS 23.401 Clause 4.3.12.1 identifies four possible network behaviours of emergency bearer support. Amongst these, the following two cases are applicable for unauthenticated emergency sessions:

a.
IMSI required, authentication optional. These UEs must have a SUPI. If authentication fails, the UE is granted access and the unauthenticated SUPI retained in the network for recording purposes. The IMEI is used in the network as the UE identifier. IMEI only UEs will be rejected (e.g., UICCless UEs).
b.
All UEs are allowed. Along with authenticated UEs, this includes UEs with a SUPI that can not be authenticated and UEs with only an IMEI. If an unauthenticated SUPI is provided by the UE, the unauthenticated SUPI is retained in the network for recording purposes. The IMEI is used in the network to identify the UE.
The network policy is configured to one of the above, and accordingly determine how emergency requests from the UE are treated.

If the ME receives a NAS SMC selecting NIA0 (NULL integrity) for integrity protection, and NEA0 (NULL ciphering) for encryption protection, then:

- 
the ME shall mark any stored native 5G NAS security context on the USIM /non-volatile ME memory as invalid; and 
- 
the ME shall not update the USIM/non-volatile ME memory with the current 5G NAS security context. 
These two rules override all other rules regarding updating the 5G NAS security context on the USIM/non-volatile ME memory, in this specification.

If NIA0 is used, and the NAS COUNT values wrap around, and a new KAMF has not been established before the NAS COUNT wrap around, the NAS connection shall be kept. 

NOTE:
For unauthenticated IMS emergency sessions, NIA0, i.e., null integrity algorithm, is used for integrity protection. Additionally, as the NAS COUNT values can wrap around, the initialization of the NAS COUNT values are not crucial. Uplink and downlink NAS COUNT are incremented for NAS message that use NIA0, as for any other NAS messages.
A UE without a valid 5G subscription shall at an IRAT handover to 5G, when an IMS Emergency Service is active, be considered by the AMF to be unauthenticated. In such a scenario, EIA0 shall be used in 5G after handover if the target network policy allows unauthenticated IMS Emergency Sessions. 

A handover from 5G to another RAT, of an unauthenticated IMS Emergency Session, shall result in an unauthenticated IMS Emergency Session in the other RAT.
10.2.2.2
UE sets up an IMS Emergency session with emergency registration
UEs that are in limited service state (LSM) request emergency services by initiating the Registration procedure with the indication that the registration is to receive emergency services, referred to as Emergency Registration. 

UEs that had earlier registered for normal services but now cannot be authenticated by the serving network, shall initiate Emergency Registration procedure to request emergency services.

It shall be possible to configure whether the network allows or rejects an emergency registration request and whether it allows unauthenticated UEs to establish bearers for unauthenticated IMS emergency sessions or not.

The AMF may attempt to authenticate the UE after receiving the emergency registration request. 

If authentication failed in the UE during an emergency registration request, the UE shall wait for a NAS SMC command to set up an unauthenticated emergency bearer. 

If authentication failed in the serving network and if the serving network policy does not allow unauthenticated IMS Emergency Sessions, the UE and AMF shall proceed as with the normal initial registration requests. The AMF shall reject the unauthenticated emergency bearer setup request from the UE.

If authentication failed in the serving network and if the serving network policy allow unauthenticated IMS Emergency Sessions, then the AMF shall support unauthenticated emergency bearer setup and the behaviours of the UE and the AMF are as described below.

a) UE behaviour: 

After sending Emergency Registration request to the serving network the UE shall know of its own intent to establish an unauthenticated IMS Emergency Session. 

The UE shall proceed as specified for the non-emergency case in except that the UE shall accept a NAS SMC selecting NEA0 and NIA0 algorithms from the AMF.

NOTE: In case of authentication success the AMF will send a NAS SMC selecting algorithms with a non-NULL integrity algorithm, and the UE will accept it.
b) AMF behavior:

After receiving Emergency Registration request from the UE, the AMF knows of that UE’s intent to establish an unauthenticated IMS Emergency Session. 

-
If the AMF cannot identify the subscriber, or cannot obtain authentication vectors (when SUPI is provided), the AMF shall send NAS SMC with NULL algorithms to the UE regardless of the supported algorithms announced previously by the UE. 
-
After the unsuccessful verification of the UE, the AMF shall send NAS SMC with NULL algorithms to the UE regardless of the supported algorithms announced previously by the UE.
-
After the receiving of both, the Emergency Registration request and the failure message from the UE, the AMF shall send NAS SMC with NULL algorithms to the UE regardless of the supported algorithms announced previously by the UE.
Editor’s Note: Error message depend on the primary authentication method used. It is ffs which message is used by the UE to indicate authentication failure.
10.2.2.3
Key generation for Unauthenticated IMS Emergency Sessions
10.2.2.3.1
General
An unauthenticated UE does not share a complete 5G NAS security context with the network as there has been no successful primary authentication run between the UE and the AMF. When the UE and the AMF does not share the security context the only possibility for an AMF that allows unauthenticated IMS Emergency Sessions is to run with the NULL integrity algorithm NIA0 and the NULL ciphering algorithm NEA0. 

When there has been no successful run of Primary authentication of the UE, the UE and the AMF independently generate the KAMF in an implementation defined way and populate the 5G NAS security context with this KAMF to be used when activating a 5G NAS security context. All key derivations proceed as if they were based on a KAMF generated from a successful Primary authentication run.

Even if no confidentiality or integrity protection is provided by NIA0 and NEA0, the UE and the network treat the 5G security context with the independently generated KAMF as if it contained a normally generated KAMF.
10.2.2.3.2
Handover
Editor’s Note: It is FFS how the keys generated for unauthenticated IMS Emergency sessions are used during the various handover scenarios in 5G.

11           Security for non-3GPP access to the 5G core network
Editor's Note: This clause covers untrusted non-3GPP access.
Editor's Note: The current text in clause 6 restricts the use of 5G AKA to authentication over 3GPP access. This restriction needs to be re-visited once SA2 have taken their decision on the method for registration over untrusted non-3GPP access. If the method ‘NAS-over-EAP-5G’ is chosen by SA2 then the restriction can be removed, and the text in clause 11 needs to be written such that it allows any authentication method defined in clause 6 to be used also over non-3GPP access.
11.1
General
Security for non-3GPP access to the 5G Core network is achieved by a procedure using IKEv2 as defined in RFC 7296 [25] to set up one or more IPsec ESP [26] security associations. The role of IKE initiator (or client) is taken by the UE, and the role of IKE responder (or server) is taken by the N3IWF.

During this procedure, the AMF delivers a key KN3IWF to the N3IWF. The AMF derives the key KN3IWF from the key KAMF. The key KN3IWF is then used by UE and N3IWF to complete authentication within IKEv2.

Editor’s Note: It is ffs whether the UE needs to authenticate the N3IWF by means of certificates.
11.2
Security procedures
Editor's Note: This clause covers the procedures for untrusted non-3GPP access.
12           Security procedures between UE and external data networks via the 5G Network 

Editor's Note: This clause covers, e.g. secondary authentication.
12.1

EAP based secondary authentication by an external DN-AAA server

12.1.1
General

This subclause specifies support for optional-to-use secondary authentication between the UE and an external data network (DN). 

EAP shall be used for authentication between the UE and a DN-AAA server in the external data network. The SMF shall perform the role of the EAP Authenticator. It shall rely on an external DN-AAA server to authenticate and authorize the UE's request for the establishment of a PDU sessions. 

Between the UE and the SMF, EAP messages shall be sent in the SM NAS message. The SMF communicates with the external DN-AAA over N4 and N6 via the UPF.

12.1.2
Procedure

Editor's Note: modify to use proper normative language, 'shall', 'is' etc. 'shall' is to be used only for the security part.

Editor's Note: The figure needs to be editable.

Editor's Note: text needs to make clear that figure shows non-authentication messages for illustration purpose only – they are not part of the normative text in the present TS.
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Figure 12.1.2-1: EAP Authentication with an external AAA server

The following procedure is based on subclauses 4.3.2.2.1 and 4.3.2.3 in TS 23.502 [8].

1-3. The NG-UE registers with the network performing primary authentication with the AUSF/ARPF based on its network access credentials and establishes a NAS security context with the AMF.

4. The UE shall initiate establishment of a new PDU Session by sending an SM NAS message containing a PDU Session Establishment Request message. The UE includes the service it would like to obtain (identified by S-NSSAI) and the PDN it would like to connect to (identified by DNN).


The NAS message may contain SM PDU DN Request Container IE containing information for the PDU session authorization by the external DN. 

5. The AMF selects an SMF and sends a "SM Request" message with SM NAS as one of its payload. It also forwards the Permanent User ID, the received S-NSSAI, and the DNN.

6. The SMF obtains subscription data from the UDM for the given Permanent User ID obtained from the AMF in step 5. The SMF checks whether the UE request is compliant with the user subscription and with local policies. If not, the SMF will reject UE's request via SM-NAS signalling and skip rest of the procedure.

7. The SMF shall trigger EAP Authentication to obtain authorization from an external DN-AAA server. 

8. The SMF shall send an EAP Request/Identity message to the UE.

9. The UE sends an EAP Response/Identity message. The UE includes its DN-specific identity complying with Network Access Identifier (NAI) format.

NOTE 1:
Steps 8 and 9 are optional. To avoid this additional round-trip, the secondary authentication identity may be sent in step 4.

10. The SMF selects a UPF and initiates a N4 Session Establishment procedure with it. The SM PDU DN Request Container, if provided by the UE, is forwarded to the UPF, which further relays it to the DN.

NOTE 2:
Subclause 4.3.2.3 in TS 23.502 [8] describes the transport mechanism for delivery of EAP messages between the UE and the external AAA server. 
This establishes an end-to-end connection between the SMF and the external DN-AAA server for EAP exchange.

11. The UPF shall forward the EAP Response/Identity message to the DN AAA Server.

12. The DN AAA server and the UE shall exchange EAP messages as required by the EAP method. 

13. After the completion of the authentication procedure, DN AAA server sends EAP Success message to the SMF.

14. This completes the authentication procedure at the SMF.

If the authorization is successful, PDU Session Establishment proceeds further starting at step 6a of Figure 4.3.2.2.1-1 in TS 23.502 [8].
15a-15b. The SMF initiates a N4 Session Modification procedure with the selected UPF as in steps 9.a and 9.b of Fig 4.3.2.2.1-1 in TS 23.502 [8].
16. The SMF sends "SM Request Ack" to the AMF as in step 10 of Figure 4.3.2.2.1-1 in TS 23.502 [8]. This message shall include EAP Success to be sent to the UE within the NAS SM "PDU Session Establishment Accept" message.

17. The AMF forwards NAS SM "PDU Session Establishment Accept" message along with EAP Success to the UE as described in steps 11 and step 12 of Figure 4.3.2.2.1-1 in TS 23.502 [8].

The UE-requested PDU Session Establishment proceeds further as described in subclause 4.3.2.3 in TS 23.502 [8].

In case of a Home Routed deployment, it is the SMF in the HPLMN that shall take the role of the authenticator.
13
Security aspects of SMS over NAS

Specific services of SMS over NAS are defined in TS 23.501 [2], and procedures for SMS over NAS are specified in TS 23.502 [8]. 

For registration and de-registration procedures for SMS over NAS, the details are specified in subclause 4.13.3.1 and 4.13.3.2 in TS 23.502 [8]. The NAS message can be protected by NAS security mechanisms.

For MO/MT SMS over NAS in CM-IDLE/CM-CONNECTED via 3GPP/non-3GPP, the UE has already activated NAS security with the AMF before sending/receiving SMS. The NAS Transport message shall be ciphered with NAS ciphering key based on the KAMF, and integrity protected with NAS integrity key based on the KAMF by the UE/AMF as described in subclause 6.6 in the present document.

For MO SMS using one step approach in CM-IDLE, an initial NAS message including SMS shall be integrity protected with NAS integrity key based on the KAMF. In addition, this NAS message needs to be partially ciphered based on NAS ciphering key with the same encryption algorithm that was agreed during the NAS SMC exchange. In this case, an indication for partially ciphered shall be included in the NAS message, and the length of the key stream is set to the length of the part of the initial plain NAS message that is to be ciphered.
Editor's Note: The details for partially ciphered mechanisms shall be defined by CT1 specification. Additional text needs to clarify both SMS over NAS procedures as described by SA2 are FFS.
Annex A (normative): 
Key derivation functions

A.1
KDF interface and input parameter construction
A.1.1
General
All key derivations (including input parameter encoding) for 5GC shall be performed using the key derivation function (KDF) specified in TS 33.220 [28]. This clause specifies how to construct the input string, S, to the KDF (which is input together with the relevant key). For each of the distinct usages of the KDF, the input parameters S are specified below. 

A.1.2
FC value allocations
The FC number space used is controlled by TS 33.220 [28], FC values allocated for this specification are in range of 0xXX – 0xXX. 

Editor’s Note: Allocation of FC values is FFS
A.2
KAUSF derivation function
This clause applies to 5G AKA only. 
When deriving a KAUSF from CK, IK and the serving network name when producing authentication vectors, and when the UE computes KAUSF during 5G AKA, the following parameters shall be used to form the input S to the KDF.

-
FC = 0x??,
-
P0 = serving network name,
-
L0 = length of the serving network name (i.e. 0x00 0x03),
-
P1 = SQN ( AK
-
L1 = length of SQN ( AK (i.e. 0x00 0x06) 
The exclusive or of the Sequence Number (SQN) and the Anonymity Key (AK) is sent to the UE as a part of the Authentication Token (AUTN), see TS 33.102. If AK is not used, AK shall be treated in accordance with TS 33.102, i.e. as 000…0.

The serving network name shall be equal to the concatenation of the service code set to '5G' and the VPLMN ID according to subclause 6.1.1.4 "Construction of serving network name". The VPLMN ID consists of MCC and MNC, and shall be encoded as an octet string according to Figure A.2-1 and appended to the service code.

	8
	7
	6
	5
	4
	3
	2
	1
	

	MCC digit 2
	MCC digit 1
	octet 1

	MNC digit 3
	MCC digit 3
	octet 2

	MNC digit 2
	MNC digit 1
	octet 3


Figure A.2-1 Encoding of SN id as an octet string
Editor's Note: It is for FFS where the encoding of SN id is specified and whether it is needed in the present document at all.
The coding of the digits of MCC and MNC shall be done according to TS 24.301 [13].

The input key Key shall be equal to the concatenation CK || IK of CK and IK.

A.3
CK' and IK' derivation function
When deriving a CK' and IK' from CK, IK and serving network name, the KDF of this clause shall be used.

The KDF returns a 256 bits output, of which the 128 most significant bits are identified with CK' and the 128 least significant bits are identified with IK'.

A.4
RES* and XRES* derivation function 
When deriving RES* from RES, RAND, and serving network name in the UE and when deriving XRES* from XRES, RAND, and the serving network name in the ARPF the following parameters shall be used to form the input S to the KDF. 

-
FC = 0x??,
-
P0 = serving network name,
-
L0 = length of the serving network name (i.e. 0x00 0x03),
-
P1 = RAND,
-
L1 = length of uplink RAND (i.e. 0x00 0x04)
-
P2 = RES or XRES
-
L2 = length RES or XRES (i.e. 0x00 0x04)
The input key Key shall be equal to the concatenation CK || IK of CK and IK.

The serving network name shall be equal to the concatenation of the service code set to '5G' and the VPLMN ID and is encoded according to subclause A.#2.

The (X)RES* is identified with the 128 least significant bits of the output of the KDF.

A.5
HRES* and HXRES* derivation function 
When deriving HRES* from RES* in the SEAF and when derving HXRES* from XRES* in the AUSF the following parameters shall be used to form the input S to the SHA-256 hashing algorithm:

-
P0 = RAND,
-
P1 = XRES*,
The input S shall be equal to the concatenation P0||P1 of the P0 and P1.

The H(X)RES* is identified with the 128 least significant bits of the output of the SHA-256 function.

A.6
KSEAF derivation function
When deriving a KSEAF from KAUSF, the following parameters shall be used to form the input S to the KDF.

-
FC = 0x??,
-
P0 = < serving network name>,
-
L0 = length of < serving network name>
Editor’s note: The exact definition of < serving network name> is FFS (see discussion in clause 6.11.3). It is also FFS if other parameters are needed.
The input key Key shall be KAUSF.

A.7
KAMF derivation function
Editor’s Note: This clause will specify the KAMF derivation which is FFS.
A.8
Algorithm key derivation functions

When deriving keys for NAS integrity and NAS encryption algorithms from KAMF in the AMF and UE or ciphering and integrity keys from KgNB in the gNB and UE, the following parameters shall be used to form the string S.

-
FC = 0x69

-
P0 = algorithm type distinguisher

-
L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)

-
P1 = algorithm identity

-
L1 = length of algorithm identity (i.e. 0x00 0x01)

The algorithm type distinguisher shall be N-NAS-enc-alg for NAS encryption algorithms and N-NAS-int-alg for NAS integrity protection algorithms. The algorithm type distinguisher shall be N-RRC-enc-alg for RRC encryption algorithms, N-RRC-int-alg for RRC integrity protection algorithms, N-UP-enc-alg for UP encryption algorithms and N-UP-int-alg for UP integrity protection algorithms (see table A.8-1).  The values 0x00 and 0x07 to 0xf0 are reserved for future use, and the values 0xf1 to 0xff are reserved for private use.
Table A.8-1: Algorithm type distinguishers
	Algorithm distinguisher
	Value

	N-NAS-enc-alg
	0x01

	N-NAS-int-alg
	0x02

	N-RRC-enc-alg
	0x03

	N-RRC-int-alg
	0x04

	N-UP-enc-alg
	0x05

	N-UP-int-alg
	0x06


The algorithm identity (as specified in clause 5) shall be put in the four least significant bits of the octet. The two least significant bits of the four most significant bits are reserved for future use, and the two most significant bits of the most significant nibble are reserved for private use. The entire four most significant bits shall be set to all zeros. 

For the derivation of integrity and ciphering keys used between the UE and gNB, the input key shall be the 256-bit KgNB. For the derivation of integrity and ciphering keys used between the UE and AMF, the input key shall be the 256-bit KAMF.

For an algorithm key of length n bits, where n is less or equal to 256, the n least significant bits of the 256 bits of the KDF output shall be used as the algorithm key.
A.9
KgNB derivation function

When deriving a KgNB from KAMF and the uplink NAS COUNT in the UE and the AMF the following parameters shall be used to form the input S to the KDF. 

-
FC = 0x??

-
P0 = Uplink NAS COUNT

-
L0 = length of uplink NAS COUNT (i.e. 0x00 0x04)

The input key shall be the 256-bit KAMF.

This function is applied when cryptographically protected 5G radio bearers are established and when a key change on-the-fly is performed.

Editor's Note: Whether different FC values or other parameters are used to distinguish the generation of KgNB and KNWI3F is FFS.
A.10
NH derivation function

When deriving a NH from KAMF the following parameters shall be used to form the input S to the KDF.

-
FC = 0x??

-
P0 = SYNC-input

-
L0 = length of SYNC-input (i.e. 0x00 0x20)

The SYNC-input parameter shall be the newly derived KgNB for the initial NH derivation, and the previous NH for all subsequent derivations. This results in a NH chain, where the next NH is always fresh and derived from the previous NH.

The input key shall be the 256-bit KAMF.
A.11
KgNB* derivation function

When deriving a KgNB* from current KgNB or from fresh NH and the target physical cell ID in the UE and gNB as specified in clause 8.3.1.1.1 for handover purposes the following parameters shall be used to form the input S to the KDF.

-
FC = 0x??

-
P0 = PCI (target physical cell id)

-
L0 = length of PCI (i.e. 0x00 0x02)

-
P1 = ARFCN-DL (target physical cell downlink frequency)

-
L1 = length of ARFCN-DL

The input key shall be the 256-bit NH when the index in the handover increases, otherwise the current 256-bit KgNB.

A.11
KN3IWF derivation function

When deriving a KN3IWF from KAMF in the UE and the AMF, the following parameters shall be used to form the input S to the KDF.

-
FC = 0x??

-
P0 = Uplink NAS COUNT

-
L0 = length of uplink NAS COUNT (i.e. 0x00 0x04)

The input key shall be the 256-bit KAMF.

A.12
<Kng-eNB>* derivation function

When deriving a <Kng-eNB>* from current <KgNB> or from fresh NH and the target physical cell ID in the UE and ng-eNB as specified in Clause 8.3 for handover purposes the following parameters shall be used to form the input S to the KDF.

-
FC = 0x<TBD>

-
P0 = PCI (target physical cell id)

-
L0 = length of PCI (i.e. 0x00 0x02)

-
P1 = EARFCN-DL (target physical cell downlink frequency)

-
L1 = length of EARFCN-DL (i.e. 0x00 0x03)

The input key shall be the 256-bit NH when the index in the handover increases, otherwise the current 256-bit <KgNB>.

Editor's Note: The use of Kng-eNB* need to be defined.
Annex B (informative):
Using additional EAP methods for primary authentication

B.1 
Introduction 

The present annex describes the usage of additional EAP methods for primary authentication within 5G system. Annex x is provided as an example on how the 5G authentication framework for primary authentication can be applied to EAP methods other than EAP AKA'. The additional EAP methods are assumed to be used in special use cases, such as in private networks or with IoT devices in isolated deployment scenarios as specified in TS 22.261 [7]. 

B.2
Primary authentication and key agreement 

B.2.1
Security procedures with EAP TLS 

Editor's Note: This subclause is meant to describe the security procedures with EAP TLS. 

B.3
Key derivation 

Editor's Note: The content of this subclause is meant to describe how key derivation is done with additional EAP methods. The subclause should take a stand e.g. on serving network binding or other key derivation related aspects.

Annex C (normative):
Protection schemes for concealing the subscription permanent identifier 

C.1 
Introduction 

The present Annex specifies the protection schemes for concealing the subscription permanent identifier. 

C.2 
Null-scheme  

The null-scheme shall be implemented such that it returns the same output as the input, which applies to both encryption and decryption.

When using the null-scheme, the SUCI does not conceal the SUPI and therefore the newly generated SUCIs do not need to be fresh. 

NOTE 1:
The reason for mentioning the non-freshness is that, normally, in order to attain unlinkability (i.e., to make it infeasible for over-the-air attacker to link SUCIs together), it is necessary for newly generated SUCIs to be fresh. But, in case of the null-scheme, the SUCI does not conceal the SUPI. So unlinkability is irrelevant.

NOTE 2:
The null-scheme provides no privacy protection.


C.3 
Elliptic Curve Integrated Encryption Scheme (ECIES)

C.3.1
General

The use of ECIES for concealment of the SUPI shall adhere to the SECG specifications [29][30]. Processing on UE side and home network side are described in high level in clauses C.3.2 and C.3.3. 

C.3.2
Processing on UE side

The ECIES scheme shall be implemented such that for computing a fresh SUCI, the UE shall use the provisioned public key of the home network and freshly generated ECC (elliptic curve cryptography) ephemeral public/private key pair according to the ECIES parameters provisioned by home network. The processing on UE side shall be done according to the encryption operation defined in [29].

The final output shall be the concatenation of the ECC ephemeral public key, the ciphertext value, the MAC tag value, and any other parameters, if applicable. 

NOTE:
The reason for mentioning "any other parameter, if applicable" in the final output is to allow cases, e.g., when point compression is used then depending upon the type of ECC curve the sender may be required to send an additional sign indication.

Editor's Note: The format and encoding of the final output needs to be finalized by CT WG1.

The Figure C.3.2-1 illustrates the UE's steps.
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Figure C.3.2-1: Encryption based on ECIES at UE

C.3.3
Processing on home network side

The ECIES scheme shall be implemented such that for deconcealing a SUCI, the home network shall use the received ECC ephemeral public key of the UE and the private key of the home network. The processing on home network side shall be done according to the decryption operation defined in [29].

NOTE:
Unlike the UE, the home network does not need to perform a fresh ephemeral key pair generation for each decryption. How often the home network generates new public/private key pair and how the public key is provisioned to the UE are out of the scope of this clause.

The Figure C.3.3-1 illustrates the home network's steps.
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Figure C.3.3-1: Decryption based on ECIES at home network

C.3.4
ECIES profiles

The ECIES profiles shall be compliant with and use the terminology from SECG version 2 [29][30]. The profiles shall use “named curves” of prime group order.

All profiles shall use the Elliptic Curve Cofactor Diffie-Hellman Primitive (section 3.3.2 of [29]) to enable future addition of profiles with cofactor h ≠ 1. For curves with cofactor h = 1 the two primitives (section 3.3.1 and 3.3.2 of [29]) are equal.

All profiles shall use point compression to save overhead. Note that if modern curves such as curve25519 are added in the future, they should use their own standardized formal for point to byte string encoding.

The profiles shall not use backwards compatibility mode (therefore are not compatible with version 1 of SECG).

C.3.4.1
Profile <A>

The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-256

-
MAC











: HMAC–SHA-256

-
mackeylen









: 256

-
maclen










: 64

-
ENC











: AES–128 in CTR mode

-
enckeylen










: 128

-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: secp256r1

-
point compression







: true

-
backwards compatibility mode




: false

Editor's Note: It is FFS if and which other curves will be specified (other curves currently proposed are secp384r1, NIST P-384, NIST P-256, brainpool384, brainpool256, M-383, Curve41417, and Curve25519).

Editor's Note: If other curves are specified, it is FFS if separate profiles (comprising the corresponding ECIES parameters) will be specified

Editor's Note: It is FFS which curves are mandatory to support depending on the location of the SUCI calculation.
Annex D (normative):
Algorithms for ciphering and integrity protection
D.1
Null ciphering and integrity protection algorithms
The NEA0 algorithm shall be implemented such that it generates a KEYSTREAM of all zeroes (see subclause D.2.1). The length of the KEYSTREAM generated shall be equal to the LENGTH input parameter. The generated KEYSTREAM requires no other input parameters but the LENGTH. Apart from this, all processing performed in association with ciphering shall be exactly the same as with any of the ciphering algorithms specified in this Annex.

The NIA0 algorithm shall be implemented in such way that it shall generate a 32 bit MAC-I/NAS-MAC and XMAC-I/XNAS-MAC of all zeroes (see subclause D.3.1). Replay protection shall not be activated when NIA0 is activated. All processing performed in association with integrity (except for replay protection) shall be exactly the same as with any of the integrity algorithms specified in this annex except that the receiver does not check the received MAC. 

NOTE 1: The reason for mentioning the replay protection here is that replay protection is associated with integrity. 

NIA0 shall be used only for unauthenticated emergency sessions for unauthenticated UEs in LSM.

NOTE 2: a UE with a 2G SIM is considered to be in LSM in NR.

NOTE 3: NEA0 and NIA0 provide no security.

D.2
Ciphering algorithms
D.2.1
128-bit Ciphering algorithms 
D.2.1.1
Inputs and outputs
The input parameters to the ciphering algorithm are a 128-bit cipher key named KEY, a 32-bit COUNT, a 5-bit bearer identity BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the length of the keystream required i.e. LENGTH. The DIRECTION bit shall be 0 for uplink and 1 for downlink.

Editor’s note: For NAS layer security, the inputs may need to change depending on the solution that is selected for having simultaneous NAS connections for 3GPP and non-3GPP. 

Figure D.2.1.1-1 illustrates the use of the ciphering algorithm NEA to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext.
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Figure D.2.1.1-1: Ciphering of data 
Based on the input parameters the algorithm generates the output keystream block KEYSTREAM which is used to encrypt the input plaintext block PLAINTEXT to produce the output ciphertext block CIPHERTEXT.

The input parameter LENGTH shall affect only the length of the KEYSTREAM BLOCK, not the actual bits in it.

D.2.1.2
128-NEA1
128-NEA1 is identical to 128-EEA1 as specified in Annex B of TS 33.401 [10]. 

D.2.1.3
128-NEA2
128-NEA2 is identical to 128-EEA2 as specified in Annex B of TS 33.401 [10].

D.2.1.4
128-NEA3
128-NEA3 is identical to 128-EEA3 as specified in Annex B of TS 33.401 [10].

D.3
Integrity algorithms
D.3.1
128-Bit integrity algorithms
D.3.1.1
Inputs and outputs
The input parameters to the integrity algorithm are a 128-bit integrity key named KEY, a 32-bit COUNT, a 5-bit bearer identity called BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the message itself i.e. MESSAGE. The DIRECTION bit shall be 0 for uplink and 1 for downlink. The bit length of the MESSAGE is LENGTH.

Figure D.3.1.1-1 illustrates the use of the integrity algorithm NIA to authenticate the integrity of messages.
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Figure D.3.1.1-1: Derivation of MAC-I/NAS-MAC (or XMAC-I/XNAS-MAC)
Based on these input parameters the sender computes a 32-bit message authentication code (MAC-I/NAS-MAC) using the integrity algorithm NIA. The message authentication code is then appended to the message when sent. For integrity protection algorithms, the receiver computes the expected message authentication code (XMAC-I/XNAS-MAC) on the message received in the same way as the sender computed its message authentication code on the message sent and verifies the data integrity of the message by comparing it to the received message authentication code, i.e. MAC-I/NAS-MAC.

Editor’s note: Are MAC-I and NAS-MAC, the terms to be used in 5G.
D.3.1.2
128-NIA1
128-NIA1 is identical to 128-EIA1 as specified in Annex B of TS 33.401 [10]. 

D.3.1.3
128-NIA2
128-NIA2 is identical to 128-EIA2 as specified in Annex B of TS 33.401 [10].

D.3.1.4
128-NIA3
128-NIA3 is identical to 128-EIA3 as specified in Annex B of TS 33.401 [10].

Annex E (informative):
UE-assisted network-based detection of false base station

E.1 
Introduction 

The UE in RRC_CONNECTED mode sends measurement reports to the network in accordance with the measurement configuration provided by the network. These measurement reports have security values in being useful for detection of false base stations or SUPI/5G-GUTI catchers. The network, in an implementation specific way, could choose UEs or tracking areas or duration for which the measurement reports are to be analysed for detection of false base station. The present Annex gives examples of how measurement reports from UEs could be used for detection of false base station, and some actions thereafter.

E.2 
Examples of using measurement reports 

The received-signal strength and location information in measurement reports can be used to detect a false base sation which attract the UEs by transmitting signal with higher power. They can also be used to detect a false base station which replays the genuine MIB/SIB without modification. 

In order to detect a false base station which replays modified version of broadcast information to prevent victim UEs from switching back and forth between itself and genuine base stations (e.g., modifying neighbouring cells, cell reselection criteria, registration timers, etc. to avoid the so called ping-pong effect), information on broadcast information can be used to detect inconsistency from the deployment information.

Further, a false base station which uses inconsistent cell identifier or operates in inconsistent frequency than the deployment of the genuine base stations, can be detected respectively by using the cell identifier or the frequency information in the measurement reports. 

Measurement reports collected from multiple UEs can be used to filter out incorrect reports sent by a potential rogue UE.

Upon detection of the false base station, the operator can take further actions, e.g. informing legal authorities or contacting the victim UE.
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